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Introduction

MorphoManagelisthe latestgenerationof biometricallypoweredAcces<ontroland Time&
Attendancecapturesoftware. Thesoftwareworkswith BiometricDevicehardwareto capturedzd S N&E Q
biometric data photos, and personal details. Thimmetricinformation is sent to specified Biometric
Devices where access control is required and where users clock on and off throughout the day.

Overview

AMorphoManagesystemconsistf four components:

AMorphoManagelServer

Atleastone MorphoManagerClient

At least one biometrienrollment scanner
At least one biometric device

Whatisaclient?
Aclientisacomputerthat hasthe MorphoManagerClientsoftwareinstalled. Therecanbe more than

one client in a MorphoManager system.

eeeeg

Theclientapplicationprovidesthe managemenbf accesgoints,enrollingof personneland reporting.
APCthat hasthe enrolimentscannerconnectedandis usedasthe userregistrationPC A client PCmay
be used to view data and not have an enrollment device connected.

Whatisaserver?
Aserverisacomputerthat hasthe MorphoManagerServersoftwareinstalled.

Theservermanageghe communicatiorbetweenthe BiometricDeviceandthe PCandinteractswith
the database. It also handles requests from clients.

Whatisabiometricenrollmentscanne?
An enrollmentdevicecapturesadza ShivRetric sampleextractsthe features,and sends it to the
MorphoManager software. This information is sent to a Biometric Device for user authentication.

The following scanners can be usedffagerprint enroliment:

& &

MorphoSmart300 MorphoSmart1300 MorphoSmart330
USBringerprint USHFingerprint USHFingerprint
Scanner Scanner Scanner

Pages
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Thescannersare connected to a computer that is running MorphoManager Client software. All
enrollmentof personnelis performedusingMorphoManagetsoftware.Devicedriversfor this hardware
are automatically installed when MorphoManager Client software is installed.

For contactless fingerprints (MorphoWave range) and face (VisionPass range), a Biometric Device itself
is used as the enrollment scanner.

Whatisa BiometricDevice?
BiometricDevicesare usedto authenticateusersandallowaccesgo doors.Theyrecordalogof every
LINSASYydlFrdA2yd® a2NlK2alylF3aSNI A& dzaSR G2 YIyl3S dzas
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Settingup MorphoManager

Thissectionoutlinesthe requirementsfor MorphoManagersystems.

Computerhardwarerequirements

Processor: DualCoreCPU

RAM: 4GB

Ports: ThreeUSBoorts

Ethernet 100Mbsport requiredfor client/serverconnections.

Network Specific network dedicated to theccess control system, different from the

corporate network and not connected to the Internet
Screen Resolution: 1080p

Software requirements
Operating System fdvlorphoManagerServer

MicrosoftWindows1064-bit (Anniversarypdateor later)
WindowsServer201664-bit

WindowsServer201964-bit

WindowsServer202264-bit

WindowsServer202564-bit

Windows11 64-bit

egegeeeeeg

Operating System fdvlorphoManagerClient:

MicrosoftWindows1064-bit (Anniversarypdateor later)
WindowsServer201664-bit

WindowsServer201964-bit

WindowsServer202264-bit

WindowsServer202564-bit

Windows11 64-bit

egeeegee

Antivirus: running for both MorphoManager Server and Client, and constantly updated

Databaseserver:
1 SQLServer2017
1 SQLServer2019
T SQL Server 2022

Supported USBnrollmentscanners
MSQO300

MSQO330

MSO1300E3

MSO1300E4

@ MSO 1300 E2, MSO 1350 seriesdaprecated one.

egeeeg

Page?



MorphoManageUserManual

SupportedBiometric Devices

SIGMANide

SIGMALite

MorphoWaveCompact XP

MorphoWave SP

VisionPass SP,
possiblywith
Fingerscan accessory

{{)y10EMIA

SIGMAEXtreme

SIGMALite+

MorphoWaveXP 2

VisionPass

PageB
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Discontinuediometricdevices

Thefollowingterminalsare discontinuedandnot supportedanymore. IDEMIAstronglyrecommendso
replace them to more recent products as soon as possible.

Theyare currentlyavailablein MorphoManageilinterfacefor the solepurposeof enablingmigration,without
guarantee they work properly. They will be removed in a future release.

Morpho 3DFace MorphoAccesd/P

MorphoAccesdSeries MorphoAcces$00+Series

OMAS520Series MorphoSmart fhgerVP

MorphoWave Tower

Paged
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SupportedCardReader Encoders

SupportedCardTypesand CardReaders

MIFARE MIFARE
DESFir&V0 DESFir&V1

CardFamily HIDProx HIDiClass HIDiClassSeos MIFARE lassic

2K/2
16K/2
CardVariant 16K/16
32K(16K/2+16K/1)
32K(16K/16+16K/1)

1K4-byte NUID
1K Zbyte UID
4K4-byte NUID
4K Zbyte UID

2K 2K
4K 4K
8K 8K

SupportedCardCapabilities

. . . . MIFARE MIFARE
CardFamily HIDiClass HIDiClassSeos MIFAREIlassic DESFir€V0 DESFir&V1

1K4-byte NUID
1K *byte UID
4K 4-byte NUID
4K *byte UID

2K
4K
8K

16K/2
CardVariant 16K/16
32K(16K/2+16K/1)
32K(16K/16+16K/1)

X

X X X X

* Encodingsnot supportedfor HIDIClass@K/2
** Encodingto HID®iClass@eos®&ardsrequiresthe applicationalreadyexistson the card due to the hardwarelimitation with the HID®
OMNIKEY® 5427 CK/G2

SupportedTemplate Types

MIFARE
DESFir&VO0

MIFARE

CardFamily HIDiClass HIDiClassSeos MIFARECIlassic DESFir&V1

HIDEBOMNIKEY®
5427G2

HIDEBOMNIKEY® X X X X X
5025CL
* MorphoManagelis capable to encode all type of biometric templates (Including Fiktgerdand Facegvailable in Morpho Manager databaseside
contactless card with the help abovementionedencoder.Type of template will be:
1  Finger PkCOMPV2
1  Hand: MorphoWave Hand
1  Face: Face V2 Light CoRpce V@f Face V2 Light Comp not available)

Pagel0
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BiometricDeviceCapacity
MorphoManageiis limited to a capacityof 5 000total biometricdevices.

If anattempt ismadeto addmore devicesthat device will notbe added to the system.

BiometricDevicesupportedfirmware
Belowarethe firmwareversionghat havebeentestedandvalidatedto work with MorphoManager.

Device Series Supportedfirmware version
MorphoAccessSigmaSeries 4.12.0

MorphoWaveCompact XPSeries 2.10.7

MorphoWave XP 2Series 3.0.0

MorphoWave SP 111

VisionPass 2.10.7

VisionPass SP 2.0.0

3.0.0 for support of Fingerscan accessory

status of these devices will change to Online only once the devices are updated to t
minimum firmware version or higher

@ Deviceswith afirmware versionlower than the supportedversionwill remainoffline. The

Pagell
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Installationof MorphoManagesoftware

@ f PleaserefetotheW/ 2 Y RA i A 2 YRY & @ IN#etlitaifdSayirpiib

i Please make sure your MorphoManager is always up te wdh security

Updating to MorphoManager 16.x

It isnot possibleto update to MorphoManager 16.x from a versiearlierthan 14.61.

Inall casesif you havean existinginstallation,it is advisedto run CompatibilityCheckUtility before
upgrading your copy of MorphoManager.

Version 16 introduced the Secure Communication Policy. Please refer to the dedieatieth
below.

Pagel2
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System architecture
Boththe clientandthe serverapplicationsanbe installedon onecomputer.

Camera for photo capture
i

MORPHO}

MANAGER
Server and Client e Fingerprint enroliment device
- —  __J

Ethernet Hub

T T T

Alternately, theMorphoManagerServerapplicationcanbe installedon a separatePCwhichmayor
maynot be a dedicated serveThisconfigurationcanbe usedwith an existingcorporatenetwork
that alreadyhasa server.In this case e MorphoManageient applicationis tobe installed on
eachclient PC thawill connect to theMorphoManager Server machimaer a LAN or VPN
connection.

MORPHO} MORPHOY
MANAGER Camera for MANAGER

Client photo capture Client

é Fingerprint MORP HB}

enrollment device 0 _] MANAGER
Server
| ‘ N (N

Ethernet Hub | | ‘

SIGMA Terminals MorphoWave VisionPass
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MorphoManager is not designed to be virtualizedrtualization solutions may have

unexpected consequences and are not supported by IDEMIA.

Installation process overview

w [Optional]lnstalland configureéSQL Server.
w Install theMorphoManagerServer.
w [Optional] Reboot MorphoManagé&erver machine (not needed if MorphoManager Client is to be
installed on the same machine)
w Afterthe serverisinstalled,installthe MorphoManager {&=nt and reboot.
w Ensurethe BiometricDevicesare on the samenetwork asthe MorphoManagerServerandare
in the same IP range.
w Startthe MorphoManagelClient¢ doubleclickonthe icononthe desktop.
w Activate the product.
Note: MorphoManageh & y 20 O2YLJ GA0fS SAGK GKS & CulUrtcésetdi® YLI Al
setting is enabled, please follow the below procedure to disable it:
w Navigate to Control PanklSystem and SecurityAdministrative Tool$ Local Security Policy
w Expand Local Policies from left panel and select Security Options
w Find the Policy calledSystem cryptography: Use FIPS compliant algorithms for encryption, hashing,
and signing
w Setit to Disabled.

Windows Service AccouiRrbr MorphoManager Server

Forsecurity reasons, IDEMIA recommends to run MorphoManager Server with a dedicated Windows account
having limited privileges.

The installation wizard offers the option ofeating it.

Pagel4
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MorphoManager Server

Installing MorphoManager Server <() IDEMIA

Automatic Windows Account Creation

MarphoManager will create the following account for you. Please set the password for this
account. This password will be used during the upgrade, for service account configuration,
In case, your company does not have any suggested password policy, IDEMIA recommends.,
- Minimum 15 characters

- Use Lowercases, Uppercases, Numbers and Symbols

- The password cannot contain the username

Account Name MorphoManagerSvllser

Password

Confirm Password

Validate

tf SraS RSFAYS | LI adag2NR® ¢KS WxIfARIGSQ odzidizy O

This password will not be needed to operate MorphoManager, but will be requested to update to a later
version. Please keep it safely.

N0l &S GKS 2AyR2ga | O02dzyd ¢l a LINSOA2dzafe ONBI GSRX
option.

MarphoManager Server

Installing MorphoManager Server (() IDEMIA

Windows Account

Marpho Manager needs a Windows Account. Please select:

() Automatic Account Creation (Recommended)

o Use of an existing account

IDEMIA recommends to use an account spedfically created for MorphoManager - reserved
to IT experts

| I acknowledge the directory for Automatic Access Log Exporter has changed
— compared to previous MorphoManager version.

<« Back Cancel

s

LT UKS ONBIFOA2Yy ¢l a R2yS o0& (0KS W' dzi2z2YFGAO 2AyR29
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please use MorphoManagerSvcUser as Account Name and the password you defined.

ThegMSAoption allows to use a prdefined account without password (reserved to IT expefis)use a gMSA
account, the domain name must ligput before the account naman one of the below formats:
DOMAINgMSAor DOMAINgMSAS$Please note that the operating system shall be logged in with an Active
Directory (AD) account when using gMSA (including for the setup).

IDEMIA strongly recommends to useActive Directory account with local administrator righ

to install MorphoManager, which is required when using a gMSA account with this versio
Please refer your IT Administrator for more details.

MorphoManager Server

Installing MorphoManager Server <( )) IDEMIA

Use of an Existing Windows Account

MorphoManager Service will run with the following windows account:

Account Name

Password

Use gMSA Account [

Validate

<< Back t S Cancel
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MarphoManager Server

Installing MorphoManager Server

{{)) IDEMIA

Use of an Existing Windows Account

MorphoManager Service will run with the following windows account:

Account Mame MMAMAGER \mimsruw

Password

Use gMSA Account H

Validate

<< Back Cancel

IDEMIAstrongly recommends to usenaccount specifically created for MorphoMa}pager
(reserved tdT expertyonlyA y O &S 2F W! &S 2F .y SEA&GA

To changehe configured Service accouatitside the installation procesplease followthe
belowsteps:

9 Add the useto be configuredo the database (if not already present)

9 Open services.msc (in admin mode) and modify the logged in as account name with
another existing account.

Open server manager and save the TLS configurafiomsiot skip this step)

Restart the Server

SQldatabase installation
MorphoManager Server requires a SQL Server database. In anyptease make sure
w Not to manipulate the MorphoManageBQL databasethis may create incompatibilities and is not
supported by IDEMIA.
w The SQL database it is protected with a stafi¢the-art security solutiorg it will store sensitive
AYF2NXEGA2Y F2NJ GKS aSOdaNRGE 2F GKS aeadsSy

I YR

The MorphoManager Server installation wizard proposes the option of installing and configuring SQL Server
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automatically.

Alternately, an existing SQL Sardatabase can be usethe connection information is to be provided during

the MorphoManager Server installation:

MorpholManager Server

Installing MorphoManager Server

SQL Server Connection

Please enter the connection details required to connect to your Microsoft SQL Server instance

(2017 or greater).

Server: INMOTEMGR. 2V000 1. corp.idemia. com

{{)) 1IDEMIA

[ Use integrated security

Username: sa

Password: eesesssess

B Create new database

Database:

<< Badk Next =>

Ly OFasS G4KS
database, with associated Database owrights.

Cancel

G Ay GS3INT (tBeRSQE B dubilfhadve Beendrofiery 2oyifiguveatl in Si¢ SQi

Troubleshooting MorphoManager Servastallation

At the end of the installation wizard for MorphoManager Server, configuration of the machine is processed.

MorphoManager Server

Installing MorphoManager Server

Installation Configuration

Task Name Status
Install MASG Trasport Certificate Done
Service Account Configuration Done
Service Host Configuration Done
Add User Account to Database Done
Add DB Owner Rights for User Done
Start Morpho Manager Service Done
Install Morpho Manager Authority Certificate Done

{{)) IDEMIA

Error Code

Next >>

In case of failure, an error code is displayed.
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Error code Error

100 Generic Error
101 Process Error
102 File Read Write Error
103 Serialization Error
200 Service host configuration error
201 Service host get certificate error
300 Authority Certificate Install Error
500 Audit Log Certificate Install Failure
501 Audit Log Certificat&ile Not Found Failure
510 Audit Log Certificate Renew Failure
511 Audit log Certificate Validation Failure
2000 | User not found
3000 |Authority Certificate Generic Error
3001 | Authority certificate not found error
4000 | Service Account Configuration Generic Error
4001 | Service Account Configuration Not Supported Error
4002 | Service Account Configuration Access Denied error
4003 | ServiceAccount Configuration Dependent Services Running Error
4007 | Service Account Configuration Service Request Timeout Error
4008 | Service Account Configuration Unknown Failure
4011 | Service Account Configuration User Account Not Available
4015 | Service Account Configuration Service Logon Failed
5000 |Service Host Configuration Generic Error
6000 |Database configuration generic exception
6001 |Invalid Connection String
6002 | Database Connection Failure
6003 | Database user does not exigtsor
6004 |Database sql error
6100 |Add User to db generic error
6101 | Add User Account create login error
6102 | Add User Account create user error
6200 | Add Database owner rights generic error
6201 | Add Database owner rights error
7000 | Service Start generic exception
7001 |Morpho Manager Service Logon Failure
7002 | Service Start timeout error
8000 | Certificate Install error
9000 |Grant Folder Permissions Generic error
9001 |Grant Folder Permissions Directory Not found error
10000 | Generic exception related to Audit Log Start Verification.
Audit Log Start Verification Failed. Agdit Log is already configured,
100QL |a manual restart of MorphoManager Server required from
ServerManager application.
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@ tfSIasS NEoFphdVanager Audk Bd@lW RS RA O { ®raudRIBgdedei&

specific details

Password Management for Default Operator
By default, below two operatawill be available in system for managing or accessing MorphoManager Server
and Client application:

1 Server Administrator (to technically administrate MorphoManager Server)

9 Administrator (for the MorphoManager system administration)

t-_: Administration 5"1 User Management #° Biometric Identification a Transaction Logs a Reports

R K

“n & U

=7 Operator Add  Edit Delete | Refresh

l.]:J Key Policy Username First name Last name
ServerAdministrator Server Administrator
[E=| Biometric Device Administrator System Administrator

Configuration

Biometric device

Wiegand Profiles
£{) User Configuration

Access Schedules

w User Distribution
. Group

' User Authentication
4 Mode

% Operator Role

‘ Notifications

! Clients

© Scheduled Reports

I .

Server Technical Administrator allowed to access full server privilege with the below mentioned
credentials:

w Usernameserveadministrator

w Passwordpassword

System Administrator allowed to access full client privilege with the below mentioned credentials:
w Usernameadministrator
w Passwordpassword

@ Password reses requested at first login.
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@ The client session automatically logs out afterr@ihutes of inactivityon machine

MorphoManagecClientConfiguration
TheMorphoManagerClientConfigurationcanbe found by clickingon the Sart menu,then selecting

G a2 NLK 2 a anyftheAGaNZ NLIK 2 aCligitt 3 F WA I dzNF GA 2y E ®

Basic

Server connection details

Hostname

localhost

Port
42100

Close

ServerConnectionDetails

Bydefault, it will be localhost.Usethis settingwhenthe clientand

Hostname:
server are installed on the same PC.
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Port:

If the serverisinstalledon adifferent PCto the client.
Enterthe hostnameor IPaddres<f the serverin the hostnamebox.

Specifieshe serverport that the MorphoManagerServelisaccepting
client connections on. The default port is: 42100. The port must be
the same as the remoting port specified on the server configuration.
The port values should only be changed if the default ports are being
used by another application.
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Advanced

MorphoManager Client Configuration |

SOAP 1.2 Binary

TLS mode

Advanced Login options

Client protocol settings

Transport and mutual authentication (advanced) v
Client certificate thumbprint

ed63483bc88ecc88c2831f83adb81a11a56b36b1
Server certificate authentication

Server Certificate Thumbprint
Server certificate thumbprint
ed63483bc88ecc88c2831f83adb81a11a56b36b1

Server certificate issuer thumbprint

Certificate revocation check mode

Check online certificate revocation list (recommended) v

Save Close

Clientprotocolsettings:

TLSMode¢
Transport:

Thisisthe protocolthe clientwill useto connectto the
MorphoManageiServer.Thisvalueshouldbe SOAR..2Binary,unless
instructed to change this by customer support.

Thecommunicatiorbetweenserverandclientwill be encrypted.This
mode does not validate the authenticity of the MorphoManager
Server.
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@ IDEMIAecommendsot to useself-signedcertificatesfor productionenvironments.

Please refer to the TLS configuration Manual.

TLMode¢

Transportand

Mutual Authentication: Thecommunicatiorbetweenserverandclientwill be encrypted.This
modewill alsovalidatethe authenticityof the MorphoManager
Server.

ClientCertificatethumbprint: Usedto specifythe thumbprint of the clientcertificate. This
thumbprint will then be used to find, validate, and return the
certificatefrom the certificatestore. MorphoManagewill usethis
certificate to encrypt communications between client and server.

Thefollowingisrequiredof the certificateto passvalidation:

1 Thecertificateexistsin eitherthe Personabr TrustedRoot
CertificationAuthorities collection store

1 Thecertificatecontainsaprivatekey

1 TheO S NIi A KeylBagéEGedsiorcontainsaKey
Enciphermentr DataEnciphermentlag

f TheO S NIi A EnthadedieSUBd@geExtensiorcontainsa
valid ServerAuthenticationvalue(1.3.6.1.5.5.7.3.1)

Servercertificate
Authentication mode: If Disabledis selected MorphoManagemwill perform no further
validation on the certificate.

WhenClientServerCertificateCommonlssueris selected the server
certificate and client certificate must have the same issuer.

WhenServer Certificate thumbprints selected, the operator must

ALISOATE GKS ASNIISNI OSNIAFAOFKGS (Kdzy
thumbprint does not match the thumbprint specified here, the

connectionwill be refused becausedhe serverauthenticationfailed.

WhenServer Certificate issuer thumbpring selected, the operator

Ydzad &aLISOATE (GKS &ASNIISNI OSNILIAFAOIGS
certificateissuerthumbprint doesnot matchthe thumbprint specified

here, the connection will be refused, because the server

authentication failed.

Page?4



MorphoManageUserManual

LoginOpti

ons

Operator override

(@) Disabled

Remember my username and password

Username
administrator
Password

Automatic login

@ o

]
T

Close

AutomaticLogin: Whenenabledthe MorphoManagerClientwill usethe usernameand

passwordenteredhereto loginautomatically . Thiscanbe a security
problem and should be used on clients that are secured by other
meansor haveonly oneuser.lt is primarily usedfor convenienceso
the user does nohave to enter their username and passworit is
unnecessary.

Operator override: Theoperatorwill be ableto changethe advancedsettingsbefore

loggingin.

Passwords for operators to login to MorphoManager Client follow a defined policy fq
renewal. In casautomatic loginis configured foranaccountto login toMorphoManager

Client Configuratiomool, do not forget to update the password inside Client Configurg
tool for automatic login.
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MorphoManageiServeiManager

TheMorphoManageiServeiManagercanbe found by clickingon the start menu,then selecting
G a2 NLK?2 abngd @SMNIEK 2 aJerydrad S/NIJT S NE @

Launch MorphoManage®erver Manager, the screen will appear to enter user credentials for login purpose.

Morpholanager Server Manager

MORPHO
\ /l MANAGER

Username

Password

Login to Server Manager by entering valid credentials &&hver Technical Administratoperator.

Home
Theservercontrolis usedto start andstopthe MorphoManagerserver.Stoppinghe servershouldonly
be performed if instructed by the support staff. To start or stop the server, click the Power icon.
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¢ © >

O 8 &8 O

Home
Sessions
Engines
Database
Advanced
Diagnostics
Certificates

PLAI

Running

DatabaseConfiguration

N EE X E R

Home
Sessions
Engines
Database
Advanced
Diagnostics
Certificates

PLAI

Database

Connection

Provider

@ Microsoft SQL Server 2017 or above

Connection string

Test connection

Save changes Cancel changes

Schema management

Validate schema

Create schema Delete schema

<>

feod
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DatabaseConnection
DatabaseType: SQL Server is the @daseprovidertype.

@ From16.4 version of MorphoManager, support of SQL CE has been removedtand ng

supportedanymoreby IDEMIA.

DatabaseConnectionString: Thisisthe connectionstringthat will be usedto connectto the
databaseEnterthe connectionstringandclick TestConfiguration
Ensure the connection is successful before saving changes.

From16.4 version of MorphoManager, the connection strimigh SQLServeris hidden
by default.

1 Click orEye button to show the connection string
1 Click onCrossEye button to hidet back

NOTEThis can only be accessible to authorized accounts.

Databasé&schemadvanagement

DeleteDatabaseschema: Deletinga databaseschemawill removealltablesandall datafrom
the database. This isrn-recoverable operation and cannot be
undone.A drop databaseschemacannotbe reverted. A prompt will
be displayed confirming this action.

CreateDatabaseschema: Creatingadatabaseschemacanonly be performedonanew,empty
databaseThisoperationwill setup adatabaseandcreateall the
tables and default data for MorphoManager.

ValidateDatabaseschema: Validatinga databaseschemawill revealif there areanyerrorsor
issuesn the currentdatabaseschema.

AdvancedConfiguration

Basic

ListeningPort: Thisisthe port that the clientwill communicatewith the serveron. It
mustbe the sameasthe one specifiedin the clientconfiguration.

TLSSettinggAdvanced)

TLSMode¢

Transport: Thecommunicatiorbetweenserverandclientwill be encrypted.This
mode does not validate the authenticity of the MorphoManager
Server.

TLMode¢
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Transportand
Mutual Authentication:

Thecommunicatiorbetweenserverandclientwill be encrypted.This
modewill alsovalidatethe authenticityof the MorphoManager
Server.

@ IDEMIAecommendsot to useselfsignedcertificatesfor productionenvironments.

Please refer to the TLS configuration Manual.

ServerCertificate
DiscoveryMode:

HostnameMode:

Hostname:

ServerCertificateThumbprint:

Searchandcreateself-signedcertificate if discoveryfails will first
search the Windows certificate store to determine if the server
certificatealreadyexists.Thecertificateis searchedy Hostnameas
the Common Name. If no certificate is found by the hostname,
MorphoManager Server will create a new ssitfned server
certificate.

Searchwill searchthe Windowscertificatestoreto determineif the
server certificate already exists. No certificate will be created if the
certificate is not found.

Thumbprintlets the operator specify the server certificate
thumbprint that shouldbe usedby the MorphoManageiServer.The
certificate needs to exist in the Windows Certificate store.

Automaticallydetectedcandetectthe hostnameof the serverand
will usethis detectedhostnameto searchand/or createthe server
certificate

The hostname of the MorphoManager server. This is the hostname
that the clientwill connectto. Thismustbe the sameasthe hostname
specified in theclient configuration.

Usedto specifythe thumbprint of the servercertificate. This
thumbprint will then be used to find, validate, and return the
certificatefrom the certificatestore.MorphoManagewill usethis
certificate to encrypt communications between client and server.

Thefollowingisrequiredof the certificateto passvalidation:

1 Thecertificateexistsin eitherthe Personabr TrustedRoot
Certification Authorities collection store

1 Thecertificatecontainsaprivatekey

f TheO S NIi A FeyUB4géEGedsiorcontainsaKey
Enciphermenor DataEnciphermentlag

f TheO S NJi A EnthadedieSUBd@geExtensiorcontainsa
validServerAuthenticationvalue(1.3.6.1.5.5.7.3.1)
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ClientCertificate
AuthenticationMode:

ClientCertificatelssuer
Thumbprint:

Certificate Management

WhenClientServerCertificateCommonlssuerisselected the server
certificateandclientcertificatemusthavethe sameissuer.

WhenClient Certificate issuer thumbprins selected, the operator

Ydza G aLISOATFe GKS Of ASyidi OSNIATAOFGS
certificateissuerthumbprint doesnot matchthe thumbprint specified

here,the connectionwill be refused,becausdhe client authentication

failed.

Theoperatormustspecifythe client certificateissuerthumbprint. If

GKS Ot ASyiQa OSNIATFTAOFIGS A&aadzSNI (Kdz
thumbprint specified here, the connection will be refused, because

the server authentication failed.

This tab is used tdisplay details related to authority certificates that installed into the system at time of server

installation process.

Home

Sessions

¥ © >

Engines
Database
Advanced

Diagnostics

S B G H O

Certificates

PLAI

Certificates

Here wewill be having name of installed authority certificate, its start date, expiry date and date of renewal
Expiration date is 10 years after start date. Renewal period starts 6 months prior to expiration date.

Renew to be used before the expiration date of the existing Certificate Authority
Install to re-install the authority certificate in one of the following cases:
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w After a delete / create of the database schema (creating a schema adds a new
authority certificate to the database, but installing it in the certificate store requires
the Install button to be triggered)

w After restoring a backup.

bhe¢oY WwSySé6Q YR WLyaGlftQ 2LISNI{GA2ya NBIdzZANB 2 A

ProductActivationand License management

Starting from version 16.7, MorphoManagglient software requires a specific license to unlock features such
as device management, user management, and BioBridge management.

Below is the list of available licenses:

License Type License Name Description
MM_5_TERMINALS Supports O to 5 hiometric devices, up to 20K users

MM_10_TERMIMALS Supports 0 to 10 biometric devices, up to 20K users

. MM_25_TERMINALS Supports 0 to 25 biometric devices, up to 20K users
Device and User Management - - -

MM_50_TERMIMNALS Supports 0 to 50 hiometric devices, up to 20K users

MM_100_TERMINALS Supports O to 100 biometric devices, up to 20K users

MM_ENTERPRISE Supports 0 to 5000 hiometric devices, up to 100K users, Includes Single S5ign-0n (550)
BioBridge Management MM_EXTRA_BIOBRIDGE Required for Lenel OnGuard BioBridge and CCure 9000 BioBridge
Audit Log MM_AUDIT Enables audit log functionality

NOTE previousMM_ Activationlicenseis no longer required to activate the MorphoManager software.

Procedurdor Licenseaequest
1. Launch and logiMorphoManageiClient 16.7.0 or above with default operator credentials.

MORPHO
\ /l MANAGER

Username: administrator

Password: TTTITT T YT Y

localhost

42100

Information X

License is expired [or unavailable). Please consider a security
update and contact your IDEMIA sales representative.

Login X ] Exit

2. On the information window about unavailability of a licendekcOK and proceed with Client login.
3. Copyft AOSYy &S L5 FNRBY W OGAQGlIGAZ2Y LYF2NNIOGA2YQ &S
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i Administration 5"7 User Management & BiometricIdentification a TransactionLogs a Reports

Welcome to MorphoManager, administrator System Status

s v2.2: 0

£ A Administration User Management Biometric EMASG'D

~ f @O sinc
i Y Add, Remove, and Edit . Add, Remove, and Edit » .’ Identification . .
‘J Items r ﬂ Users ‘. Biometric Identification 9 Marpha 3D Face: 0

£ MorphoWave: 0
. VisionPass: 0
Transaction Logs
[ Transaction logs
@ J' monitoring

Express Secure 3. Users: 0
Configuration Communication Transaction Logs: 0
Run express configuration Configure Communication

Security

Activation Information

License ID: 2010-1RTJSHD YWV

License expiration: None

System Information

Version: 16.7.0.106179

Copyright

Copyright ©2025 IDEMIA
All Rights Reserved

4. Request a license via your IDEMIA sales representative or check
https://biometricdevices.idemia.com/s/morphomanager
5. Receive the license file by email.

@ Please note, in case you baax and restore your Machine, a ndizense will be required

Procedurdor Licensaipload

MorphoManageroesnot needdirectInternetconnectionto proceedto licenseactivation.

Once your License fileawailable on your computer (or on any portable device connected to your
computer),then upload it on MorphoManager
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fj Administration

2y User Management

BiometricIdentification B TransactionL

:ﬂ. User Configuration
A

Wiegand Profiles ) L]
Add Refresh
Mame Description

Access schedules

User Distribution
Group

User Authentication
Mode

Operator Role

Notifications

Clients

Scheduled Reports

Card Template

Card Encoding Log

Event Log

Exception Log

System configuration

License Management

Expiry Date

1. IntheLicense Management section of Administrafidick Add

metricIdentification

Management

L &

¥ x 0 e B

Wiegand Profiles Add a License

User Configuration

License ID: 2010-*1RTI9HDYWVSLNAB b |

Access schedules
License File:

User Distribution
Group

User Authentication
Mode

Operator Role
Notifications
Clients

Scheduled Reports
Card Template
Card Encoding Log
Event Log
Exception Log

System configuration

License Management #)  Back

Next D

Finish

©

Cancel @

2. Browseand upload the license file.
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fj Administration

&4 User Management

| Wiegand Profiles

Add a License

2010-*1RTI9HDYWVSBLNAB jj

:ﬂ User Configuration
License ID:
A

Access schedules
License File:  C:\Users\G521500\0neDrive - myidemia\Desktop\MAN Tea
n User Distribution

i Group

' User Authentication
4 Mode

%7 Operator Role
a Hotifications
!‘ Clients

@ Scheduled Reports
&% card Template
Card Encoding Log
EJ Event Log
QJ Exception Log

25* System configuration

Back

E License Management

Next  m Finish @ Cancel @

3. Click orFinish

& TransactionLogs Reports

fj Administration

& User Management & BiometricIdentification

Wiegand Profiles D (L]
Add Refresh

User Configuration .
Name Description
MM_ENTERFRISE [E—
Access schedules = SRS

) g? i

n User Distribution
i Group

' User Authentication
4 Mode

Information X

0 License added successfully.

%, Operator Role
i Notifications
Clients

@ Scheduled Reports
|&7 Card Template
Card Encoding Log
QJ Event Log
QJ Exception Log

‘2\' System configuration

E License Management

Expiry Date

4/30/2025

After successful uploathe Activation Informatiorof the MorphoManager Clienthomepagewill display the

closest expirglate among all valid licenses available in the system.

NOTE: a restart of thmachine hosting/lorphoManager Server may be required to reflect the expiry date of a newly

uploaded license.
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[NIGELCEN & Administration £y UserManagement @ BiometricIdentification  §0 Transactionlogs ) Reports

Welcome to MorphoManager, administrator System Status

Jigfazc: of
£ A Administration ~ User Management “’. Biometric & masc: 0
H " add, Remove, and Edit : Add, Remove, and Edit 5 .’ Identification - ‘
- ‘v‘ Items r ﬂ Users ‘,_ Biometric Identification w Merpho 30 Face: 0
S ﬁ MorphoWave: 0
' VisionPass: 0
Transaction Logs i Express Secure & Usersio
Transaction logs Configuration Communication Transaction Logs: 0
} monitoring Run express configuration Configure Communication
Security

Activation Information

License ID: 2010-1RTJSHDYWVELNAB [
License expiration: 4/30/2025

System Information

Version: 16.7.0.106179

Copyright

Copyright ©2025 IDEMIA
All Rights Reserved

NOTE ©Other IDEMIAlicenses (for instance,VERIFor IDENT)can be added throughMorphoManagerLicense

ManagementHowever they will not appear in the License Managemémterface:only licensedisted abovewill be
displayed there.

The license activation procedure must be renewed before the license expirtigmm
@ startingMorphoManager Clienbr BioBridgeEnrollment Clienta notification will alert

the operator3 months before the license expiration date
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License Protected Features

License Type Restricted Actions (If No Valid License or Expired)

Cannot add or edit biometric devices in the Biometric Device section.

Cannot add devices using Express Configuration.

Cannot add, edit, or import users in User Management. Action buttons like Add Photo and
Device and User Management Import Template will be disabled.

(MM_XX_TERMINALS or MIM_ENTERPRISE) |Restricts user and device management if 550 enabled but no valid MM_ENTERPRISE license is

available or expired.

Restricts user and device management if audit log feature is enabled but no valid MM_AUDIT

license is available or expired.

Restricts the usage of "Configure Connection” button in the BioBridge tab for Lenel or CCURE

9000 without a valid MM_EXTRA_BIOBRIDGE license.

Prevents BioBridge Enrollment Client from starting if the license is invalid, expired,

unavailable, or user capacity is reached.

Prevents enrolling, editing, importing templates, or adding photos in Enrollment Client if user

capacity is reached.

Restricts BioBridge Enrollment Client if BioBridee is configured for Lenel or CCURE 9000 and

the related MM_EXTRA_BIOBRIDGE license has expired.

Blocks Embedded Enrollment in C_CURE and ONGUARD if MM_EXTRA_BIOBRIDGE license is

unavailable or User Capacity is reached.

Restricts BioBridge Enrollment Client usage if a valid MM_EXTRA_BIOBRIDGE license exists but

other necessary licenses (MM_XX_TERMINALS or MM_ENTERPRISE) do not exist or have

expired.

Prevents BioBridge Enrollment Client from starting if 550 is enabled but no valid

MMM_ENTERPRISE license is available or expired.

Prevents BioBridge Enrcllment Client from starting if Audit Log is enabled but no valid

BioBridge Management
(MM_EXTRA_BIOBRIDGE)

Audit L MM _AUDIT,
udit Log ( = ! MR_AUDIT license is available or expired.

Expres€onfiguration

Express Configuration will allow MorphoManager to be configured based on a series of wizard screens
andprompts.Forexamplewill the systembe usingbiometriconly, or will contactlessardsbe involved?

OnceExpresonfiguratioris created,MorphoManagemwill havea correspondindJserAuthentication

Mode, User Configuration, and Biometric Device Configuration set as a default in MorphoManager.
Therefore whenaBiometricDeviceis addedto the system the default BiometricDeviceConfiguration

for that terminalwill be setto the one createdby the first ExpresgonfigurationThesamewill happen

when creating a user and their default User Configuration. The system defaults for these items can be
managed in System Configuration> System Functionality. Further details can be fom&ystem
Configuration portion of the manual.

Atthe initial loginto MorphoManagetthe Expressonfigurationcreationwizardwill launch
automatically.

Followthe wizardpromptsandanswerthe questionsbasedon howthe siteinstallationwill function.

SecureCommunicatioriPolicy
Pleaseselectthe recommendedy 9 y T BetliggSeligenerated S NIi A Falu©dr i&ferio ¢he
dedicatedsectionbelow.

Devicealiscovery
Thesecondscreenof the ExpressConfigurationwWizardwill detectdevicesMorphoManagemusesUser
Datagram Protocol (UDP) to discover devices.

If you havemultiple network adapters youwill needto disableall but onethat is usedfor network
communications before starting the device discovery.
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& Administration £ User Management & Biometric Identification ¥ ogs Reports

Express Configuration Wizard

Searching For Devices...

4 Back Next b Finish & Cancel @

All detecteddeviceswill be displayedn the grid. Deviceghat did not respondwithin the timeout, will
not be displayed.

Itisonly possibleto discoverdeviceswith IPv4addresses.

& Administration  $4 User Management & Biometric Identification &

Express Configuration Wizard

Run Discovery Add/Remove All Total Devices Found: 13
Already ] ]
- Primary Secondary  Firmware N N
ér;smm Add Name Description IP Address Port Port Version Device Type Serial Number
MALiteMultiVVR - } 11010 11011 MA4.5.1 MA Sigma Lite Multi WR. 18485ML0O008934

D MASIGMAIClass\, 11010 11011 MA4.5.1 MA SIGMA iClass WR 14315MS0002267
O MASIGMAMuItiVy, 11010 11011 MA4.5.1 MA SIGMA Multi WR. 19035M50001192
D MASigmaExtrem . 11010 11011 MA4.5.1 MA Sigma Extreme Multi 1727SMX0001579
D MASigmaExtrem 11010 11011 MA4.5.1 MA Sigma Extreme Multi 19025MX0000971
O MASigmaLitePlus . 11010 11011 MA4.5.1 MA Sigma Lite + Multi WR 15250ML0000001
D MASIGMAPTox-1 . 11010 11011 MA4.5.1 MA SIGMA Prox 14455MS0002930
D MALiteMultivVR - 11010 11011 MA4.5.1 MA Sigma Lite Multi WR 15375MLO000115
O MASIGMABio-10. } 11010 11011 MA4.5.1 MA SIGMA 14045M30000870

44 Back Next ) Finish (&) Cancel @

Inthis grid you canalter the Nameand Descriptionto suityour needs.

Mark all the devicesyou wouldlike to addto MorphoManagety markingthe checkboin the Add
column.

Deviceghat are alreadyin MorphoManagewill be markedin graywith acheckmarknthed ! f NB | R &
{eadsSyé¢ O2ftdzvyo
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MorphoManagerAutomaticDevicediscoveryFirewallrulesare createdduring
@ MorphoManager installation.

91 Inboundrule: UDPport 32002
9 Outboundrule: UDP32001

Authenticationmodes
Thefollowingauthenticationmodesare supportedfor Expres€onfiguration:

1. BiometricOnly
Auserisauthenticatedby biometricsonly. E.g.the userplaceshe enrolledfingerprinton the
biometric device, and they are granted access.

2. CardOnly
Auserisauthenticatedby a cardonly. E.gthe userpresentstheir cardto the deviceandthey
aregranted access. No Biometrics required.

3. CardandBiometric
Auserisauthenticatedby a cardanda biometric. Eachuserrequiresa cardandabiometric. E.g.
the user presents their card to the device, the device prompts them for their fingerprint, after
the fingerprint is placed, the user is granted access.

4. Cardor Biometric
Auserisauthenticatedby a cardor abiometric. Auserrequiresonly a Biometric,or onlyacard.
E.g.userAplacesheir enrolledfingerprinton the biometricdeviceto gainaccessUserA s not
furnished with a card.

UserB presentstheir cardto the deviceto gainaccessUserB doesnot haveanyfingerprints
enrolled.

It isalsopossibleto furnishuserAwith a card,andUserAwill be ableto gainaccessith a card
only or with fingerprints only.

5. CardandPIN
Auserisauthenticatedby a cardplusa PIN.E.g.the userpresentstheir cardto the MA device,
they are prompted to enter a PIN. Access is granted if the PIN matches.

6. CardandBiometricandPIN
Auserisauthenticatedby a card,a biometricanda PIN.Theyarerequiredto haveallthree. E.g.
the user presents their card to the MA device, they are prompted to present their fingerprint,
they are prompted to enter their PIN. Only if all three matchélsaccess be granted.

7. Wiegandin andBiometric
¢tKA&d Y2RS A& dzaSR Ay 02yedzyOGAz2y 6AGK y2iKSNJI
wiegandinput connectersE.g.the Userpresentstheir cardto aseparatecardreader.Thiscard
readeris connectedviawiegandto the MA. After the cardwaspresented the useris prompted
to place their fingerprint on the MA device. Access is granted if the fingerprint is verified.

Foreachof the Authenticationmodesthat includea biometric,the administratorcanconfigurewhether
Contact templates, Contactless templates, or Face templates are required. For the Card Only and Card+
PIN authentication modes, Biometrics are not configurable and will never be required.
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Cardselection
Onthe cardselectionpage,youcandecideto manuallyselectthe cardsyouwill use,or to automatically
detect the cards that you have.

AsupportedUSBCardreadermustbe attachedto the Clientif youwishto usethe AutomaticCard
detection Mode:

1.

2.
3.
4

Selecthe Automaticradiobutton

Selectyour cardreaderin the drop-downmenu

Clickthe ReadCardbutton

Placeyour cardon the cardreaderandwait for the operationto complete

# Administration 3¢ User Management & Biometric Identification & Access Logs

Express Configuration Wizard

Card selection

How do you want to select the card type?

O Manual

Mifare DESFire EV1

Select the SmartCard Reader:
OMNIKEY 5022 Smart Card Reader KJ-1 v |3

Read Card Cancel Read

Card Type: Mifare DESFire EV1

Card Size: «

@© Automatic

Card read successfully.

W Back Next Finish @ Cancel @

After the Expres<Configuratiorwizardis completed,the followingitemswill be createdin

MorphoManager:
1 BiometricDeviceConfiguration
1 UserConfiguration
1 UserAuthenticationMode
1 Setthe defaultsin SystemConfiguration

Theseatemswill be giventhe samenameasthe Expres€onfiguratiorthey were createdfrom. For
further details on those items please see the corresponding section(s) of this manual.

TheExpresonfigurationWizardcanalsobe launchedat anytime after the initial loginto
MorphoManagerfrom an icon on the Hom8creen
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HomeScreen

Atthe top of the homescreenthere isasetof tabs:

 Home
 Administration
 UserManagement
 Biometricldentification
1

1

TransactiorLogs
Reports

Andasetof buttonsonthe homescreenNewbutton & { S @ d2NEY dzy’ A @ddedibraefeétingone
of the belowmentionedSecureCommunicatiorPolicy.

1 Enforced Securit$eltGeneratedCertificate
1 EnforcedSecurityimported Certificate
1 OnDemandSecurity

Selectanitem to enterthat section.

At the bottom of the home screen is a link to MorphoManager updates. If you have access to the
internet, youwill be directedto this areawhichwill be updatedwith newsandinformationregarding
MorphoManager patches and important messages.

A Home & Administration 3 UserManagement @ Biometric Identification &) TransactionLogs & Reports

Welcome to MorphoManager, administrator System Status
o T oo of
i MAG: 0
A Administration ~ User "v. i i Transaction Logs i Masc: 0
fi Y| Add, Remove, and Edit Add, Remove, and Edit 5O Identification Transaction logs 3 :
J Items £ ﬂ Users g X Biometric Identification '} monitoring @ Morpho 30 Face: 0

& Morphowave: 0
§ visionPass: 0

c Express Secure 8, Users:0
Configuration Communication Transaction logs: 0
Run express configuration Configure Communication

Security

Activation Information

Your copy of MorphoManager is
activated

System Information

Version: 16.0.2.3

Copyright

Copyright ©2021 IDEMIA
AllRights Reserved

W weh

Theright-handsideof the screendisplaysthe systemstatusandsysteminformation.& { & a&iiSHYi dza é
contains a counof the total numberof BiometricDevicesandtheir status.It alsocontainsa count of

the total numberof users withinthe systemandthe total numberof accesdogs.Systeminformation
contains the installed version number, and your server serial code.
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SecureCommunicatioriPolicy

TheSecureCommunicatiorPolicydefinesthe securitymodality for the communicatiorwith the
biometric terminals.

Overallguideline

TheSecureCommunicatiorPolicycanbe either EnforcedSecurity or On-demandsecurity.Selectingpne
value is a mandatory stegfter installation. Enforced Security shall be used for a secure system, and is
recommended by IDEMIA. If the prequisites of Enforced Security are not met,-D&mand security is
available as a temporary phase.

1 Prerequisitesof EnforcedSecuritySecureCommunicationPolicy: The systemhas no other biometric
terminal as:
0 MorphoWaveCompact XP
MorphoWaveSP
VisionPass
VisionPass SP
SIGMALiteandLite+
SIGMAWVide
0 SIGMAExtreme
1 Allbiometricterminalshavean EnforcedSecuritystatus.

O O O oo

Pleaseeferto:
1 ThededicatedTechnicaBulletinfor an overviewof EnforcedSecurityconfiguration.
TheKnowledgeBaseavailableon IDEMIAportal, forad | 2{¢2géidelinedependingon yourusecase.

Enforcedsecurity selfgeneratedcertificates
ThisSecureCommunicatiorPolicy:
1 Ensureshe biometricterminalsin the EnforcedSecuritystatus.
I Secureshe communicatiorbetweenMorphoManagerServerandthe biometricterminalswith TLS
1 Automaticallygenerateghe required TLSertificates.
1 Automaticallyincorporatesthe generated TL8ertificatesin allKey Policiesf the MorphoManager
installation.
1 Isrecommendedoy default.

Enforcedsecurity importedcertificates

ThisSecureCommunicatiorPolicy:
1 Ensureshe biometricterminalsin the EnforcedSecuritystatus.
1 Secureshe communicatiorbetweenMorphoManagetServerandthe biometricterminalswith TLS
1 Isreservedto TLS=xpertsand/ or installationswith an existingPKI(PublicKeylnfrastructure)

TheTLSertificatesareto be generatedoutsideMorphoManageandimported
1 inallKeyPolicies
1 inallBiometricDevices
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Ondemandsecurity
In this policy, TLSsecurecommunicationwith the terminalsis not enforced,but canbe usedon acase
by case basis.

Administration

Theadministrationsectionis usedto configureandsetupMorphoManagerErrorandeventlogsare
also viewable in this section.

Whencreatingor editinganitem, a coloredtext entry boxmeansthe informationis

required and must be filled in before the item can be finished and saved

Operator

Anoperatorisapersonwho usesthe MorphoManagelClientsoftware.Operatorsarethe only people
who can login to the MorphoManager application. The Administrator operator has full access to all
functions. Other operators with limited rights can be created.

By default, below two operator will be available in system for managing or accessing MorphoManager Server
and Client application:

9 Server Technical Administrator: Having full access to Server application

1 System Administrator: Having full accés<lient application

h‘i Administration %¢ User Management # Biometric Identification & TransactionLogs a Reports

T

Son & L]

= Operator Add  Edt Delete | Refresh

l,]} Key Policy Username First name Last name
ServerAdministrator Server Administrator

[E=| Biometric Device Administrator System Administrator

Configuration

ﬁj Biometric device
Wiegand Profiles

£f) User Configuration

Access Schedules

n User Distribution
. Group

' User Authentication
4 Mode

¢ Operator Role

‘ Notifications

Clients

© Scheduled Reports
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@

Both Administrator operatos cannot be deleted or modifie&keepingthe password
securefor them is essential.

CreatinganewOperator

Selecthe Operatorsectiononthe left andclickAdd

Screerl ¢ OperatorDetails

S Administration

ip User Management

# Biometricldentification B TransadtionLogs a Reports

_ Operator
Username:
L]J Key Policy
First Mame:
= Biometric device
Configuration Middle Name:
Last Name:
@ Biometric device
Job title:

Wiegand Profiles

-
ef] VUser configuration Administrator:

Reset password:
A
Access schedules

User Distribution
: Group

' User authentication mode

& Operator Role

‘ Notifications

-_ Clients

@ Scheduled Reports

= Card Template

Enter the details for this Operator

Password authentication provider:

One Time Password

Mative username\password o
[ {Check to set full dient priviege)

(Chedk to reset password)

Generate Password

Back Next ()

Finish @ Cancel @

Username:

First/ Middle / LastName:

JobTitle:

Authentication Method:

Entera Usernamehat will be usedto loginto
MorphoManager Client.
When using Active Directory, it is necessary to enter the
Usernamencludingthe domain. Twoformatsmaybe used:
1 Username@Domain
1 DomainUsername

Thefirst, middleandlastnameof the operatorbeingadded
(FirstandLasthamesare mandatoryfields).
Thejob functionthat this operatorperforms.

Therearetwo methodsfor passwordauthentication.
MorphoManagerUsernameand Password:
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TheUsernameand Passwords storedin the MorphoManager
database and is managed by MorphoManager
Activedirectory:

Thepasswordandaccountstate are managedoy Active
Directory.

Administrator: Selecthis option to providefull administratorrightsto this
user (not recommended).

One TimePassword: Generaterandom passwordcan be copied from the
MorphoManager Graphical User Interfaeeich will be
requiredat first login, and after the operator will be requested
to modify the password.

If the Operator has not logged in one (1) week time after the account creation, the
account will be disabled disabledOperator shall contact an Administrator tor
accountresetand request to generate new One Time Password.

After a MorphoManager upgrade from any previous version to a versigarcing One
Time Passwordall operators will be required to change their password at first login.

Screer? ¢ OperatorRoles

Selectthe OperatorRolesthis operatorwill be allowedto perform.More than one OperatorRole carbe
selected, and the Operator will have access to all the functions that the roles allow.

Select the Operator Roles for this Operator

Operator role Grant

Access Logs Monitor Operator [ |
BioBridge Enrollment Operator O
MS0 Identification Operator (|
Onsite,/Offsite Monitor Operator (|
Reports Operator D
User Management Operator D

« Back Next Finish (2 Cancel
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KeyPolicy
Thissectionallowsthe settingof ContactlesCardkeysand TLSertificatesfor the communicatiorwith

the Biometric Terminals. Once a Key Policy is configured, please assign it to the associated clients (for
card encoding) and Biometric Device Configurations.

CreatinganewKeyPolicy
Selecthe KeyPolicysectionof Administrationandclick Add.

Screeril ¢ KeyPolicyDetails

Editing Key Policy

Enter details for the Key Policy

Mame: m |

Description: |

Security Mode: Recommended ~

Requires password for management: Enabling this feature will require the end-user to enter a password to modify key

policy settings set beyond this page. This feature is enabled and mandatory for
the Extreme Security Mode.

Back Next », Finish (& Cancel
Name: Namethe policyanythingup to fifty characters.
Description: Givethe policyadescriptionof upto one hundredcharacters.
SecurityMode: Canbe either Recommendedr Extreme Recommendedk setby

default. Whenin Extrememode,the KeyPolicy:
1 ismandatorilysecuredwith apasswordseebelow),,
1 canbelocked/ unlockedby providingvalidpassword

Requirepassword: Whenin Recommendednode,selectthisoptionto securethe Key
Policy with a password (to be filled in on the next page). Securing the
KeyPolicywith a passwordaddsan extralayerof security:an operator
will needto enterthe passwordo viewthe cardkeys.Thispasswords
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not requiredduringcardencoding.Thepasswordcanbe recoveredif it
is forgotten.

Screer? ¢ MIFARE lassiKeySettings
Setthe keysfor MIFARE lassion this screen.

Editing Key Policy

Contact Fingerprints

Startwrite sector:

Startwrite block:

Absoluteblocknumber:

Contactlesgingerprints

Startwrite sector:

Startwrite block:

Absoluteblocknumber:

MIFARE Classic Key Settings

Contact Fingerprints: Start Write Sector: 4 = Start Write Block: 0 = Absolute Block Mumber: 13
Contactless Fingerprints: Start Write Sector: 17 = Start Write Blodk: 0 = Ahsolute Block Mumber: 52
Face Template: Start Write Sector: 34 = Start Write Blodk: 0 = Absolute Blodk Mumber: 127
4 L X All biometric type settings should not overlap for successful card encoding

Read/\Write Keys:
Sector Mumber Key A KeyEB [
1 FFFFFFFFFFFF FFFFFFFFFFFF

2 FFFFFFFFFFFF FFFFFFFFFFFF

3 FFFFFFFFFFFF FFFFFFFFFFFF

4 FFFFFFFFFFFF FFFFFFFFFFFF

5 FFFFFFFFFFFF FFFFFFFFFFFF

6 FFFFFFFFFFFF FFFFFFFFFFFF

7 FFFFFFFFFFFF FFFFFFFFFFFF

8 FFFFFFFFFFFF FFFFFFFFFFFF

9 FFFFFFFFFFFF FFFFFFFFFFFF

10 FFFFFFFFFFFF FFFFFFFFFFFF

11 FFFFFFFFFFFF FFFFFFFFFFFF

12 FFFFFFFFFFFF FFFFFFFFFFFF

Setsthe cardwrite sectorfrom wherethe encoding/readinghouldstart
for contactfingerprints.

Setsthe blockwithin the sectorwherethe encoding/readinghould
start contactfingerprints.

Thisvaluecorrelatesdirectlyto the sc_tlv_mifare.start_blocgarameter
for 5Gdevicesltisthe overallblocknumberof the cardlayout.

Setsthe cardwrite sectorfrom wherethe encoding/readinghouldstart
contactlesdingerprints.

Setsthe blockwithin the sectorwherethe encoding/readinghould
startcontactlesdingerprints.

Thisvaluecorrelatesdirectly to the sc_tlv_mifare.start_blockarameter
for 5Gdeviceslt isthe overallblocknumberof the cardlayout.
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@ Thedefaultvalueof Mifare Classi&eysettingsin MorphoManageiKeyPolicydiffersfrom

the terminal default value.

ScreerB ¢ MIFARBESFir&eySettings
Setthe keysfor MIFARIBESFirenthis screen.

Editing Key Policy

MIFARE DESFire Key Settings

Set Desfire AID
Contact Fingerprints: DESFire AID: 0x42434F DESFire FID: 0 =
Contactless Fingerprints:  DESFire AID: 0x574156 DESFire FID: |0 =
Face Template: DESFire AID: 0x464143 DESFire FID: |0 =

(O mMifare DESFire 3DES

Master Key: 1B47FC8D3559AF8123C42EDCFOS53F758 | (as hex values) | oy DefaultKey
Application Key: S1A6ABF3986AA54BB2A94FBD2AASEE3B  (as hex values) | oy DefaultKey
Read Key: 10B7F000289534339BCE2988B3D97425 | (as hex values) | oy DefaultKey

(® Mifare DESFire AES

Master Key: |D48CBO 16E45A74B0A 1BODABBOSF 15679 l (as hex values) | &~ DefaultKey
Application Key: |DGF3CC3863F72FFB717SSDC940EC97DQ ' (as hex values) | -y~ DefaultKey
Read Key: |3529E99EFBD756854340SE7ABAA929A9 l (as hex values) | 4~ DefaultKey

Disable Morpho Key Derivation on Master Key:
[[] pisable Morpho Key Derivation on Application Key (Only Available for SIGMA, SIGMA Lite, and SIGMA Lite+)
[[] Do Not Authenticate With Master Key:

DESFir&ID: TheFilelDthat shouldbe usedto readandwrite to the DESFireard.

Set DESFire AID: Thisbutton leadsto the pagewhere ApplicationID canbe set. TheDesFireAlD
may be entered in ASCII or in HEX by choosing the relevant radio button.

Pagel7



MorphoManageUserManual

Editing Key Policy

Set Desfire Application ID

Desfire AID Input Format: (7)) ASCII (® Hex

Contact Fingerprints Application ID: 42499F A~ Default Key
Contactless Fingerprints Application ID: 574156 A~ Default Key
Face template Application ID: 464143 A~ Default Key

1. All biometric type AIDs should be different for successful card encoding

4 Back Mext D Finish (&) Cancel 0

@ Thedefaultvalueof Mifare DESife keysettingsin MorphoManagetKeyPolicydiffersfrom

the terminal default value.
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Screent ¢ iClas€ncodindgsettings
Setthe encode/readingoropertiesfor iClassards.Thispagealsosetsthe Application IDand DOtag for
Seos cards.

Editing Key Policy

iClass Encoding Settings

Using 32K cards is recommended when enconding both Contact and Contractless fingerprints. It is also recommended
/1 that Book 0 be used for Contact fingerprints and Book 1 used for Contactless fingerprints, Under these drcumstances,

-

" ¥ these settings should not overlap, ar encoding the data could result in potentially unusable cards.

Contact fingerprint encoding/reading:

Book number: 0 = (for 32K cards)
Start page number: 1 = {for 16 app cards)
Start block number: i = (for 2 app cards)
Start DO Tag: co = {for SEOIS cards)

Contactless fingerprint encoding freading:

Book number: 0 = (for 32K cards)
Start page number: 4 = {for 16 app cards)
Start block number: 19 = (for 2 app cards)
Start DO Tag: o = (for SEOS cards)

Face template encoding /reading:
Book number: 1 = (for 32K cards)

Start page number: 1

4F

(for 16 app cards)

Start block number: &

4F

(for 2 app cards)

4] Back Next L Finish (£ Cancel

Start Reading from block setting applies onl\L&K/2 cards.
StartReadingrom pagesettingappliesonlyto 16K/16cards.

Startreadingfrom book settingappliesonlyto 32Kcards.Whenusing32Kcardsthe blockandpage
settings will be considered for Book 0.

the terminal default value .

@ Thedefaultvalueof iClas€Encodindeysettingsin MorphoManageKeyPolicydiffers from
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Screerb ¢ iClasKeySettings
Setthe keytype, default,or non-default, for iClas®nthis screen.

Editing Key Policy

iClass Key Settings

Use HID iClass Factory Keys

1) Back Next  n) Finish () Cancel

Uncheckinghe & | &IBiClasdactoryY S &chetkboxwill openfurther settingswherecustomiClass

keysmaybe set.

Editing Key Policy

iClass Key Settings
[] Use HID iClass Factory Keys
Use a single randomized key (required for compatibility with MorphoAccess 110 devices). This is also compatible with MorphoAccess
Sigma iClass devices.
Single Custom key: |901143683202F8C0 | (as hex values) | &~ Random Key
Multiple Custom Keys: fn ) Generate From Passphrase
Page Mumber Key 1 Key 2
1] 0000000000000000 0000000000000000
1 0000000000000000 0000000000000000
2 0000000000000000 0000000000000000
3 0000000000000000 0000000000000000
4 0000000000000000 0000000000000000
5 0000000000000000 0000000000000000
[ 0000000000000000 0000000000000000
7 0000000000000000 0000000000000000
1) Back Next * Finish (@) Cancel @
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Screert ¢ SEOReys

Editing Key Policy

SEOS Keys

[] use default Transport Keys

Privacy EMC Key Value: [SESF44D2312A8203F 13
Privacy MAC Key Value: | 5C5FF51DF33CB0EF 113
AUTH Key Value: 643C493470857362C30

4 Back Next  » Finish () Cancel Q

Thispageisusedto setthe Transportkeysfor iClass Seasards.Whenthe operatorusesdefaultkeys,
the details will béhidden.

Whenusingthe defaultkeys,it is necessaryo loadthe defaulttransportkeysinto the 5Gterminalwith
a configuration card.
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Screer’ ¢ OmnikeyReadeiKeys

Editing Key Policy

Omnikey Reader Keys

] use HID Omnikey 5022 default Secure Session Keys

MAC Key: |EIEIDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD |

Cipher (ENC) Key: |ElElEIEIEIDDDDDDDDDDDDDDDDDDDDDDDDDDD |

Cipher key slot: 58 S mac key slot: 69

] use HID Omnikey 5427 default Master Key

Master Key: 00000000000000000000000000000000

4]  Back Next e Finish (2 Cancel &)

Theoperatormaysetthe Omnikeyreaderkeyson this screen.Thesesettingsonly applyto the Omnikey
5427. An Omnikey 5x21 will not be affected by these settings.

@ Omnikey5021& 5022is not supportedanymoreandwill be removedin afuture release.
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ScreerB ¢ BioscrypdGSiteKeys

Bioscrypt 4G Site Keys

‘You can allow smart cards (MIFARE / iClass) encoded with SecureAdmin or SecureAdmin Lite to be read by MorphoAccess SIGMA family devices
by specifying the Primary and Secondary Site Keys., You can choose to enter the keys manually below, or dick “Import” to load the keys from a
Site Key file generated by SecureAdmin or SecureAdmin Lite,

Set [ Change ASCIT
Primary site key:

Set / Change ASCIT

Secondary site key:
< Import from file

DESFire AlD: 15656448

[ Enable hashing

A

DESFire FID: o

Ak 4k

iClass Page Offset: |19

iClass Book Number: |0

A

iClass Page Layout:  [8421418
MiFare Kb Number: |4 =

MiFare Key Policy: Try to read card first with Key A then KeyB

Youcanallowsmartcards(MiFare/iClassthat havebeenencodedwith SecureAdminor SecureAdmin
Lite to be read by the MA Sigma family of devices. You can enter the site keys manually, if they are
known, or you can import the site key file that was generated in Secure Admin or Secure Admin Lite.

@ a ! f SepuseAdmin/ | Nieadsto beturned on/off in the BiometricDevice

Configuration.

Thedeviceparameterson this screenwill be overwritten when youuseand AdvancediometricDevice
Configuration.

2 KSYy AYLRNIAY3I | &aAaGsS ({Seé& FAES>: @&2dz gAft ySSR (2
Secure Admin uses the MAC address of the PC to lock this file. You can either select your MAC address
from the dropdownlist or enter the 12-characterkeythat wasusedduringthe creationof the file. These

12 characters need to match the code used during the file creation.

| ¥

To decrypt the SecureAdmin / SecureAdmin Lite Site Key file, please
select the MAC Address used to create the file, or alternatively,
enter your 12 character key in the box below.

SO S

Cancel
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Screer® ¢ CertificationManagement
TheCertificateManagementpageallowsviewingand managingr LS ertificatesboundto the KeyPolicy.
It allows for adding new certificates or deleting existing ones.

Adda Certificate:

Add a Certificate

Certificate File: Browse

Certificate Type: PC ~

Certificate Password: | |

After clickingAdd on the main Certification Management screen, the screen above will appear. Click
Browseand find the Certification File to be utilized. Next, choose the Certificate Type (either PC or MA)
to be utilized. Lastly enterthe mandatoryCertificatePasswordClickNextto return to the management

page.

@ OnlyONEPCcertificatecanbe stored per KeyPolicy. Anynumberof terminals(biometric devicep

certificates can be stored on the Key Policy.

If youhaveselectedEnforcedSecurityg SelfgeneratedCertificatedor the SecureCommunication
t 2t AO@3 G! RR¢ odzilz2zy ¢Afft 06S RAalrof SR Fa SI OK
certificates for the communication with the biometric terminals.

Lock& Unlock

ThelLock& Unlockfunctionsin KeyPolicywill only applyto Key Policiethat havea SecurityMode of

& 9 E i NBtheStatdsis Locked, the Unloabperationwill be enabledThis will allowthe ability to
specifythe userdefinedkey.Whichwill be sentbackto the Serverto decryptthe KeyPolicydatafor

that Key Policy. If the data can be successfully decrypted, the status will be returned as Unlocked.

If the status is Unlocked, the Lock operation will be enabled. This will prompt for the user defined key,
which once given will be sent to the Server to lock the Key Policy. The user defined key will be qualified
to ensureit isavalidkey.If it is, it will clearunencrypteddatafrom the Server.TheKeyPolicycannotbe

read again until the Key Policy is unlocked.

Toassociatea KeyPolicyto either a clientor abiometricdeviceconfiguration the Statusshallbe
Unlocked.
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BiometricDeviceConfiguration

The Biometric Device Configuration will define common settings and parameters for ar@mer
biometricdevices.Thisprofile canbe appliedwhenaddingunitsinto the systemfrom the Biometric
Device section of Administration.

CreatinganewBiometricDeviceConfiguratioExpress)
Selecthe BiometricDeviceConfigurationsectionof AdministrationandclickAdd.

Screerl ¢ ConfiguratiorDetails

Enter details for the Biometric Device Configuration

MName: Default

Description:

Configuration Mode: Express ~

Log Retrieval Enabled:

Log retrieval interval: 300 {seconds)

Duplicate Check On Biometrics: O {Does not apply to Marpho 3D Face. Only applicable to new
user adds or rebuild operations)

MorphoAccess heartbeat interval: 30 = {seconds)

Key Policy: Default ~

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, VisionPass SP, MorphoWave XP, MorphoWave XP2, MorphoWave SP Settings

May require the device to be loaded with a BT_EXPORT_USERS

Allow Remote Enrollment: O
- license (check device documentation).

Default User Configuration for Remote Enrollment:  5ogs it

Name: Namethe configurationanythingupto fifty characters.
Description: Givethe profile adescriptionof up to one hundredcharacters.
ConfigurationMode: Canbe either ExpressAdvancedpr Externalput in this example,

Expresssselected.

Note: It ispossibleto createa BDPin Expressnode,then convertit to
Advanced mode: all settings from Express mode are maintained. You
may need to set additional parameteasailable in Advanced mode.

LogRetrievalEnabled: Whenthis optionis selecteddownloadingogsfrom individualbiometric
devices is supported. This is the default functionality. If not selected,
retrieving logs from devices is disabled which allévghird party
productsto retrieve devicelogsratherthan MorphoManagerRealtime
logging is not affected.

LogRetrievallnterval: EachBiometricDeviceis periodicallypolledto collectanynewdataand
removestoreddatafrom memory.Thisisthe amountof time between
each polling sequence. The default is 300 seconds.
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DuplicateCheck
on Biometrics:

Morpho Access
Heartbeatinterval:
KeyPolicy:

Allow RemoteEnroliment:

DefaultUserGroup
For Remote Enrollment:
selected.

Whenturned on, userswill be checkedor duplicatesasthey areadded
to devicesThedevicecanonly checknew usersadded.Thischeckis
performed by the device and NOT MorphoManager.
Thisfeatureseverelyimpactsthe performanceofthe d ! R R Saslk.It
shouldonly be enabledwhenabsolutelynecessary.
Whenenablingduplicatecheckingon the device, it isnecessaryo
reduce the MA5G User batch Size to no greater than 100.

Theintervalto pingMorphoAccesserminals.If the terminal doesnot
respondto the ping,the devicestatuswill be updatedto Offline.
Selecthe KeyPolicyto beutilizedon the BiometricDevice.

Allowsusersto be enrolledon selectedMA SigmaOncea

userisenrolledon adevice the softwarewill retrievethe userfrom the
device, be inserted into the MorphoManager database, and then
RAAGNROdzISR (2 Fyeé 20KSNJ {A3YlI Q&

Remotelyenrolleduserswill be placedin the UserConfiguration

Screer ¢ BiometricDeviceSettings

Biometric Device Settings

General Settings

Wiegand Profile:

Realtime logging enabled:

Date and time from NTP server:

Automatically generated random &4 bit i
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General Settings:

WiegandProfile: Selecthe WiegandProfileto be utilizedon the Biometric
Device.

If youare utilizingthe Wiegandoutput on the BiometricDevicesyouwill needto setthe
Wiegand Profile for the Biometric Device(s) here. The Wiegand Profile you choose f{

your devices should match the one being utilized for your users which is set in the U
Configuration section of this manual.

Realtime Logging Enabled: Enablethis checkboxto haveaccesdogssentfrom the biometricdevice
to MorphoManager in real time. Logs are sent instantly for every finger
presentation. By default, this setting will be disabled. It can be enabled
only after configuring the settings in System Configuration.

*The port usedasthe serverlisteningport will needto be openedin your
firewall settings.

Date And Time From

NTP Server: Enablethis checkboxto set the biometric device to receive date atittie
from NTP(Primary or secondary NTP Server addjeSstDateTime will
not be possible from MorphoManager aftenabling this configuratian

A manual execution of the SetDateTime task is required after disabling NTP Configuratid
the Biometric Device Configuration screen to update the device time.

TheNTP Configuratiowheckboxs available in thé&xpress Bmetric Device
Configuration. For Advanced Bymetric Device Configuration, NTP configuratioshallbe
performed using theAdvanced Settingsection.

ScreerB3 ¢ BiometricThresholdSettings

Thesevalues determinghe cutoff point for abiometric presentation tomatch witha stored template.
Ahighervaluewill leadto more falserejectionsfor peoplewith lower quality fingerprints.Loweringthe
valueallowspeoplewith lower quality fingerprintsto be authenticated but if the valueistoo low there

is a possibility of a false acceptance. This is only enabled when the Biometric Device type has been
detected.
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Biometric threshold settings

Identification

Identification matching threshald: Recommended ~

Medium

Authentication

Authentication matching threshold: Recommended ~

MorphoAccess vein print mode: Universal Fast ~

; Itis recommended the mode set in User Configuration for enroliment should be the same mode or a mare restrictive mode than the
ya | mode set in Biometric Device Configuration. Using a less restrictive mode in User Configuration than in Biometric Device Configuration
et is likely to increase the False Rejection Rate (FRR) of biometric devices,

Biometric Threshold The default is Recommended. However, it can be set to Low, High, Very
High, and Custom. Choosing the Custom setting will allow you to set
individualthresholdpropertiesfor the four devicetypesgreyedout in the
screenshot above. For further detail on the Vein/ Print mode options
please see the User ConfiguratiQiscreen 2 section of the manual.

It isrecommendedhe thresholdmode setin User Configuratioor enrollmentshould
be the samethresholdmodeor a more restrictivemodethan the modesetin Biometric
Device Policy. Using a less restrictive mode in User Configuration than in Biometric

DeviceConfigurationislikelyto increasethe FalseRejectionRate(FRRYf biometric
devices.

Screent - Multi-FactorMode Settings
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Multi-Factor Mode Settings

MultiFactor Mode:

Biometric Only ~

Contactless Smart Card

Biometric Only

Biometric Only

Thisareadictatesthe matchingmode usedby the BiometricDevicesThisis only enabledwhen the
Biometric Device typhas been detected.

Multi -Factor Mode:

Therearetenindividualoptionsandthe ability to do a customselection
for each hardware family. The options are as follows:

w BiometricOnly¢ Selecthis option if the BiometricDeviceis usedfor
identificationby biometricsonly. With this option, a persondoesnot
have to provide any input other than the biometric utilized by that
device for identification.

w Wiegandin ¢ Thisoption authenticatesWiegandnputto match
against a biometric template.

w Keypadg Thisoption allowsthe userto enterausercodeor apin
number via the terminal keypad to match against a biometric
template.

w Proximity Cardg Thisoption allowsProximityCardgo be utilizedwith
a Proximity card capable devidgngerprints will be stored on the
device instead of card.

w HIDiClasg; Thisoption allowsHIDiClas<Cardgo be utilizedwith a
HID iClass card capable device.

w Mifare Classig Thisoption allowsMifare Classi€ardgo be utilized
on a Mifare Classic capable device

w Mifare DESFir@DES; Thisoption allowsMifare DESFir€ardgo be
utilized on a Mifare DESFire capable device.

w Mifare DESFirdES Thisoption allowsMifare DESFir€ardgo be
utilized on a MifaredDESFire EV1 capable device.

w Custom¢g The Custom setting will allow you to set individual
propertiesfor eachof the three hardwarefamilies(TheMorpho 3D
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Face MorphoAcces400,500,J,VP MA SIGMAMA SIGMA.iteand
MA Sigma Lite wyhich are greyed out in the screenshot above.
w Clock and Data Ig This option sets DataClock Input as the trigger

event. If selected the Biometric Device will be configured to allow a

DataClocknputandverifyadza SfiNg@rprint. Thisisonly supported
for 5G devices.

w HIDIClassSEOS AllowsHIDiClasCardgo be utilizedwith aHID
iClass SEOS card capable device.

Screerb ¢ Acces€ontrolMode Settings

Access Control Mode Settings

Access Control Mode: Integrated By Wiegand / Panel Feedback .
Panel Feedback Mode: None ~ | (Panel to Biometric Device)
Panel Feedback No Response Timeout: |3000 (in milliseconds)

Duress Wiegand Mode:

Duress Wiegand Profile:

1000 (in 10s of milliseconds)

25000 (in milliseconds - please refer to the MorphoAccess Sigma Series
Administration Guide for further information)

Reversed v

Automatically generated random 64 bit

9500

Thisareasetsthe propertiesfor AccessControlonyour BiometricDevices.

AccessControl Mode:

Controlshow the BiometricDevicewill integratewith an AccessControl

Panel

1 Nonec Allparameterswill be disabledrelatedto AccessControl
Mode

1 Integratedby Wiegand/ PanelFeedbaclc Usedwhenthe biometric
device will communicate with an access control panel via wiegand
and/or Panel feedback

1 Integratedby OSDR; Usedwhenthe biometricdevicewill
communicate with an access control panel via OSDP
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WiegandOut Enabled:
PanelFeedbackViode:
PanelFeedbackNo

Response Timeout:

RelayEnabled:

Relay Duration:

Push to Exit Enabled:

Pushto ExitDuration:

Duress Wiegand Mode:

Duress Wiegand Profile:

BaudRate:

1 Standalone¢ Usedwhenthe biometricdeviceis not connectedto an
access control panel

1 Customg Allowsthe operatorto setall the availableoptionsfor a
custom configuration.

Thiswill determineif your biometricdevicewill output a Wiegandvalue.
Allowsyouto choosebetweenLEDINANdRS485.

Thisvaluewill determinethe lengthof responsdime allowedfrom the
Access Control Panel.

EachBiometricDevicehasanon-boardrelaythat canbe usedto control

an external device on successful presentation of a fingerprint. Use this

option to activate the relay when a user is authenticated.

If the relayis activated,this valuewill determinethe lengthof activation
time.

Thisallowsthe Acces$anelto openadoor eventhoughthe useris not
identified on device.

Thissetsthe lengthof time the doorwill remainopenif Pushto Exitis
enabled.

Thisdetermineswhetherthe useof Wiegandfor duressfingeris Disabled,
Reversed, or Custom.

If the DuressWiegandModeis Custom this will setthe WiegandProfileto
be used during presentation ofduress finger.

Allowsyouto setthe baudrate for anyRS48%ommunication.
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Screerb ¢ FunctionKeyMode for MA 100,J,500,and VAFamily

MA 100, MA J, MA 500 and MA VP Settings

Function Key Mode:
No Keys Function Mode:
In One:

In Two:

Out One:

Qut Two:

Key 1:

Key 2:

Key 3:

Key 4:

Key 5:

Key 6:

Key 7:

Key 8:

Key 9:

No Keys v

No key

FunctionKeyMode:

Thisareadetermineswhat functionkeys,if any,will be availableona

device (where applicable). Options in this drop down are No Keys, Two
KeysFourKeyspr NineKeyso be displayedon device.Eachkeyenabled

in the list of keys can be renamed to meet individual needs for events in
Time & Attendance and Access Log records.
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Screen7 ¢ MA100,MA J,MA500,andMAVPSettings

MA 100, MA J, MA 500 and MA VP Settings

MAS500 Multi Database Enabled: [] (rRequires Xtended Licenses)

Display name encoding code page: Western Europe (Default) (I50-8859-1) v (Applicable to MAS500 series only)

EnableMA 500

Multi -database Mode: Thiswill allowyouto enablethe Multi-databasemodeon this family of
devices if they have the proper licenisstalled.

DisplayName

EncodingCodePage: Thissectionallowsyouto setencodingfor the displaynamefor

downloadingo MA2GdevicesYourchoiceswill be:

=

WesternEurope(Default)(1SG8859-1)
CentralEurope (1S38592)
SouthernEurope(1SG8859-3)

Baltic (1ISG88594)
Cyrillic(1ISG88595)
Arabic(ISG88596)
Greek(1SG88597)
Hebrew(ISG8859-8)
Turkish(1ISG88599)

Latin9 (ISG8859-15)

= =4 =4 =4 =f -4 -8 -8 -4
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ScreerB ¢ MA SigmagSigmaLite, Sigmalite +, SigmaExtreme MAVPMD, VisionPas&

MorphoWaveSettings

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Settings

Face Detection Settings  (Only applies to Sigma and Sigma Extreme)

Face Detection Mode:
Face Logging Mode:

User Experience

Volume:

[ Enable idle timeout

Turn off screen

Disabled ~

Rejected Only

70 -

120 =

Turn off fingerprint sensor when screen turns off

Keyboard Mode:

Show Administration Menu:

Show Date and Time:

FaceDetectionMode:

Face Logging Mode:

Volume:

Enableidle timeout:

= =4

QWERTY e

Allowsyouto setthe Sigmaunitsto capturea photo whensomeoneis
presentingto the device(thisworksin conjunctionwith the FacelLogging
Mode). There are four individual options:

Disabledg Usethis option if youwant to completelyturn off Face
Detection photo capture.

None¢ Willtake a1 photo for the logwhetherafaceis detectedor not.
Optional ¢ Takesa seriesof picturesandchoseghe bestfaceit detects
out of themfor the log. However, if the user is rejected (biometric
mismatch) AND it does not detect a face, no photo will be used.
Mandatory ¢ Takesa picturein all scenariogrejectedor accepted
presentation).

Thisworksin conjunctionwith FaceDetectionMode. Whichtransactions
require a face capture to occur.

Setthe devicevolumelevelto anythingfrom 0-100for all Sigmafamily of
devices and the MorphoWave.

Allowsthe followingto be setonthe SigmaandMorphoWavedevices
(videocapacitydoesnot existfor the Lite+and MAVPMD):
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9 Start video playback afteg Parameter to set the idle duration. If no
actionis performedduringthis duration,the screenwill gointo Idle mode.
Avalue between 60s and 3600s.

1 Turn off screerg When enabled it sets the amount of time that the video
will run before the screenwill go blank.If disabled the videowill continue
to run.

9 Turn off fingerprint sensor when screen turns affWhen enabled it will
turn off the fingerprint sensor on the device at the same time the screen
isturned off. If disabledthe fingerprint sensomwill continueto remainlit.

KeyboardVode: SelectwhetheraQWERT®r AZERTNKeyboardwill be utilized.

ShowAdministration Menu: Selectto allow the AdministrationMenuto be accessibl®n the device.If
not checkedhe AdministrationMenuiconwill remainon the screenbut
access will be disabled. This#ected by default

Showdate andtime: Selecto displaythe date andtime at the bottom of the deviceLCD
screenThisisselectedby default.

@ TheShowAdministrationMenu& ShowDateand Timefeatureis applicableonly on

devices with an LCdisplay.
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Screer® ¢ MA SigmagSigmalite, SigmélLite+, SigmaExtreme MAVPMD & MorphoWave
Settings (continued)

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Settings
SecureAdmin Cards

] allow SecureAdmin Cards

User Control Configurations

[] Enable Biometric Authentication Rule

Access Schedules

[] Enable Access Schedules

SecureAdmin Cards: Whenenabled,youwill be ableto usesmartcardsthat havebeenencodedin
Secure Admin oBecure Admin Lite. This setting only pertains to the Sigma
family of devices. You will need to set the Secure Admin Site Keys in the Key
Policy menu.

EnableBiometric

Authentication Rule: Enableghe ucc.finger_bio_auth.rule Sigmdamily devices and
ucc.biometric_auth_rule in MWC and VIP devid&henenabled the user will be
prompted to present diometricas verification.

Access Schedules:  Whenenabledthe accesschedulefunctionalitywill be switchedon for MA
Sigma, Sigma Lite, Sigma Lite+ and MorphoWave.

@ If this systemis anupgradefrom MorphoManager9.6.4or lower, youwill needto

manuallyrebuildall MA Sigmadevicesafter enablingthe AccessSchedulesption.

Screerll0 ¢ MA SigmasSigmaLite, SigmaLite +, SigmaExtreme MAVPMD & MorphoWave
Settings (continued)

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave

Device Password
[[] Enable Managing Device Password

Secure Communications Mode

Secure Communications Mode: [[] selecting this option will instruct MorphoManager to attempt
to connect to MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA
Sigma Extreme, MA VP MD, VisionPass, and MorphoWave
devices assigned this Biometric Device Configuration using
TLS. If each device is not configured correctly with the
proper certificates present in the Key Policy,
MorphoManager will not be able to connect to those
devices.

Enforce Certificate Validation:
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Device Password: When enabled a numeric nettefault password can be set for the device(s).
Thepasswordcanbe betweenfour to eightdigitslong.Once thenon-default
password has been set, the default password will need to be manually re
entered here to reverse the change.

Secure
CommunicationdMode: Turnthis onto useTLSommunicationdetweenthe BiometricDevice
andthe MorphoManageiServer.

When using TLS Communications, the port on the Biometric Device will need to be

changedrom the defaultwhichdoesnot use TLSThiscanbe editedin BiometricDevice.

EnforceCertificateValidation: Whenthis checkboxs selectedthe certificateonthe devicemustmatch
the certificate associated to the Key Policy assigned to this Biometric
DeviceConfigurationlf the certificatesdo not match,a connectionto
the device will not be established

Incoming

Connection Timeout: Thiswill setthe amountof time that MorphoManagewill wait for devices
to connect to the server when they are in a devioeserver
communications mode.

Screenll ¢ FunctionKeyMode for MA SigmaMA Sigmalite+andMorphoWaveKeyMode
Settings

MA Sigma, MA Sigma Lite+, MA Sigma Extreme, MorphoWave Key Mode Settings

Function Key Mode: Mo Keys ~

Mo Keys Function Made: (Mo key

Key 1: IM Key 9: Nine
Key 2: ouT Key 10: Ten

Key 3 IN DUTY Key 11: Eleven
Key 4 OuT DUTY Key 12: Twelve
Key 5: Five Key 13: Thirteen
Key 6: Six Key 14 Fourteen
Key 7: Sewen Key 15: Fifteen
Key & Eight Key 16: Sixteen

Function KeyMode: Thisareadetermineswhat functionkeys,if any,will be availableon a MA
Sigma, MA Sigma LifglA Sigma Lite A Sigma Extreme, VisionPass
and MorphoWaveKey Mode Settings. Options in this drop down are No
Keys, Four Keys, or Sixteen
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Keydo be displayedon device.Eachkeyenabledin the list of keyscanbe
renamed to meet individual needs for events in Time & Attendance and
Access Log records. In Sixteen Keys mode any key name field left blank
will not show as a button on the device screen.

Screeril2 ¢ BiometricDeviceDatabasesynchronization

Biometric Device Database Synchronization

MorphoManager wil poll devices in this profile, based on the schedule, for inconsistencies on the device's user database
and MaorphoManager's user database.

Synchronization Mode: Automatic ~

Resolution Mode: Automatic i

Synchronization Schedule: Sunday Monday Tuesday Wednesday
Thursday Friday Saturday
Time of Day to Synchronize: 03:00 .

Clear Select All Weekdays Weekends

) Back MNext b Finish (@ Cancel @

MorphoManagersupportsautomatic& manualBiometricDevicedatabasesynchronizationThisprocess

allows MorphoManager to periodically poll selected devices to retrieve its user database and compare

3+ Ayad GKS { SNDSNRa RIFGFEolraS FyYyR RSGUSNYAYS AF (K
detected, these will be logged for operatonview, or can be optionally configured to be automatically

resolved without operator interaction.

Synchronizatiormode: Disabled; the synchronizatiorfunctionalityis disabled.

Manualg Synchronizatiomustbe initiated manuallythroughthe
Biometric Device menu.

Automaticg Thisisthe defaultsynchronizatioormode.Synchronization
will initiate at the scheduled time automatically.

Resolutionmode: Inconsistencie®undduringsynchronizatiorcanbe resolvedby adding
missingusers to the device, or by removing unknown users from the
device.TheMorphoManageidatabasds usedasthe referencepoint.

Manualg Operatorreview,andinteractionisrequiredto resolveany
inconsistencies found during synchronization.
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Automaticg Thisisthe defaultresolutionmode.Anyinconsistencies
found will be resolved automatically. No operator interaction is
required.

Synchronizatiorschedule: Thisscheduleappliesto the AutomaticSynchronizatiodMode. It usedto
determinethe daysonwhichthe synchronizatiortaskshouldrun.

Timeof dayto Synchronize:  Thisonlyappliesto the AutomaticSynchronizatioMode. Timeof day
whenthe synchronizatioriaskwill start.

Screerl3 ¢ MA SigmaMA SigmalLite+,MA SigmeExtreme VisionPasandMorphoWaveCustom
MediaFiles

Custom User Experience

Language: Custom -

Custom media files

Please, make sure of the compatibility of custom media files with the devices inside the Biometric Device Configuration.

Custom media files

E
Add Edit  Delete

File type Sub type

Message Attention

Picture Wallpaper
Video None
Text Font

Text Language

This wizard screen allows the addition of custom Video, Picture, Amdid exfiiles to be used on
biometric devicesasCustomMedia FilesApplyingthe BiometricDeviceConfiguratiorcontaining these
files to the Biometric Device will place the files onto that device.

Custom User Experience

Language:

Custom media files
Please, make sure of the compgrench e Biometric Device Configuration.
Arabic (Sigma Only)

German (MA 500 Only)

Italian (MA 500 Only)

Portuguese (MA 500 Onl

Custom media files

3 & X

Add Edit  Delete

File type Sub type
Message Attention
Picture Wallpaper
Video None
Text Font

Text Language

[ Iy 3dz 3CistomNBeYExperiertddll be used to select type of language you wish to use on your
Biometric Device display scredBy selectinglustonQralue,default messages on biometric device will
be customized witlselectedanguaggnot supported by defaulby the terminalfrom €ustom media
filesQ
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MA Sigma, MA Sigma Lite, MA Sigma Lite+, VisionPass, MorphoWave Custom media files

Add or Update Custom Media File

File type: Picture v
File sub-type: Wallpaper v
Device family: Al

Browse

Different wallpapersan beused touploadon different devicesaccording to ths® S @A OS. T YA f 8 Q

@ Pleasemakesureof the compatibilityof custommediafileswith the devicesnsidethe

Biometric Device Configuration according to the below matrix.

SIGMA MorphoWave

Lite+
Wide
Extreme

l

Tam per
Audio | Test —

o o N o
o
.

Verification failed _
Verification succeeded _

SIGMA
Wallpaper
Mor hoWave
V|S|onPass
Picture

Blometrlc animation

_
Cardanimaton |- |
Cardbioanimaon |- |
| Card bio QRanimation |- |

Card QRanimaton |- |

Card QR animation

QR code animation _

_ _
Language .|

Compatibility matrix between Custom Media File and Biometric Device

V|de0

ZzRzERRERREEZRERERRZREZRZ[RZRRZREZERZ=Z
= = == ZE REEEEEEEEEE ==
<< <XZzZZ<<Z<ZZ<<<<<<<
<< <XZzZZ<<Z<ZZ<<<<<<<
zZzzzzzzzzzzzzzz2z2zz2zz22
<K< << <<<<=<<Z<Z<=<=<<=<<=<<
< <Z <X <<<<=<<Z<Z<=<=<=<<=<<
<R EEEREREREREREEZE[RE RS
< <ZzZzzzZzzzzz<zz<zz=zzz
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Screenl4 ¢ MA SigmaCustomParameters

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Custom Parameters

Custom Parameters

5 & X

Add Edit Delete

MName Value Device Type

audio.volume 45 Al

The parameters on this page are not validated and sent directly to all MA Sigma, MA Sigma Lite, MA Sigma Lite 4, MA Sigma Extreme, MA VP MD, VisionPass and
A | MorphoWave devices assigned this Biometric Device Configuration, as is.
-t

Clear Al

TheMA SigmaCustomParametersscreenallowsthe userto specifyparametersto be sentdirectlyto
any MA5G device associated to the Biometric Device Configurdtimnparameters are not verified
prior to being sent to the devicand will override default parameters.

Toenter acustomparameter clickthe Addbutton then providethe parameternameandits value
and click Next.

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Custom Parameter

Mame: |audio.vnlume

Value: |45|

Individualparameterscanbe edited or deletedby selectingthe appropriatebutton. Toremoveall
existing parameters, select the Clear All button.

@ NTP configuration cannot be performed via custom parameters. Attempting to do so wil

in a failed task related to the SetDateTime operation.
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Screerl5 ¢ Morpho 3D FaceSettings

Morpho 3D Face Settings

Capture Settings

Enrollment capture timeout: Ea =4 (seconds)
Authentication capture timeout: 15 = (seconds)
Preview image type: Color Image V

Threshold Settings

Morpho 30 Face Identification Threshold: Medium w

Morpho 30 Face Verification Threshaold: Low e

Misc Settings

Onscreen message timeout: 5 = (seconds)

EnrolimentCaptureTimeout:

Authentication
CaptureTimeout:

PreviewlmageType:

OnscreenMessage Timeout:

Timethe devicewill attempt to capturea 3D Faceduringenroliment
(default30seconds).

Themaximumtime the devicewill attempt to authenticate/verifya user
in verificationmode.

Specifiesvhetherto showthe enrolimentpreviewimagein coloror 3D
facesurfacemode.

Theamountof time that on-screenmessagewill be shownto the
user.
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Screerl6 ¢ VideoPhoneServerSettings

Toutilizethe VideoPhonefeaturesof the MA Sigmaonly, youwill needto addyour serverhere. Adding

a Video Phone Server is not mandatory for creating a Biometric Device Configuration and you can click
Finishon this screen with or without adding the Video Phone Server.

MA Sigma, MA Sigma Extreme, MorphoWave Video Phone Server Settings

Video Phone Servers

Edit Delete

1P Address
10.10.5.12

ClickAddto addthe Name IPAddressaandPortof yourVideoPhoneServer.

MNarme:

IF Address:

Port:

ClickSavewhenfinished.
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CreatinganewBiometricDeviceConfiguratior{Advanced)
Selecthe Biometric DeviceConfigurationsectionof Administrationandclick Add. OnScreenl youwill
selectAdvancedF N2 Y (KS &/ 2y FAIdz2NI GA2Y az2RS¢é RNRL] R2py ®

TheAdvancedProfile Screer? allowsyouto configurethe variousparametersfor the Morpho Access
100, 500, J, and VP.

Screer2- WiegandProfilefor UserlD Conversion

Wiegand Profile for User ID conversion

to interpret User ID's received from Biometric Devices (such as those induded in access logs). Note that the selection of Wiegand
Profile does not affect Biometric Device configuration in anyway, it is simply used to interpret User IDs. Configuration of Biometric
Device Wiegand Input & Wiegand Output settings must be set via the Advanced Parameter pages for each Biometric Device
hardware family.

~\ Please select a Wiegand Profile that MorphoManager can use to generate User ID's to send to Biometric Devices and determine how
@

Wiegand Profile: vAuuxnaticallry ggnerahed random 64 bit |

Selecthe WiegandProfileto be utilizedonthe BiometricDevice.

Screer3 - MA100,MA J,MA500,andMA VPAdvancedettings

MA 100, MA J, MA 500 and MA VP Advanced Settings

Parameters

Key Value
adm/distant session/inactivity timeout 6000
adm/remote management Serial/baudrate 115200
adm/remote management Serial/COM number 2
adm/remote management Serial/databits 8
adm/remote management Serial/enable 0
adm/remote management Serial/flow control 0
adm/remote management Serial/parity 0
adm/remote management Serial/stopbits 1
adm/remote management TCP/enabled 1
adm/remote management TCP/inactivity timeout 600000
adm/remote management TCP/latency timeout 3600
adm/remote management TCP/port 11010
adm/remote management TCP/small MTU compatible 1
adm/watchdog ethernet/enabled 0
adm/watchdog ethernet/host address
adm/watchdog ethernet/ping interval 500
adm/watchdog ethernet/ping timeout 1
adm/watchdog ethernet/reboot delay 30000
app/bio ctrl/AC_ID FINGER; CARDDATA;KBD;WGDTCLK;
app/bio ctrl/authent card mode 0
app/bio ctrl/authent ID contactless 0
app/bio ctrl/authent ID keyboard 0

Lhin cbdlaudhant IO iml o

o~ Default Values

Parametersavailablefor MA2GdevicesIf youhavemadechangego the parametersandwishto return
to the original defaults on this screen, you can simply cliclodiult Valuesutton.
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Screet ¢ MA SigmaAdvancedsettings

MA Sigma Advanced Settings

Farameters

Key Value

add_user.activated
add_user.send_to_controller
audio.permission_message_attention
audio.permission_tamper
audio.permission_verify_fail
audio.permission_verify_success

audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.additional_pin_check_nb_attempt
auth_param.additional_pin_check_timeout
auth_param.bio_policy_on_security_level_none
bio_security_settings.ffd_security_level
bio_security_settings.fvp_multimodal_security_level
bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID
biometric_mismatch.send_to_controller
black_listed_card.activate_TTLO 1]

block lickod coed ocliuada TTL1

=

HOSDUWOoORNUNYRH RO R

[

B

& Default Values

Parametersavailablefor MA Sigmadeviceslf youhavemadechangego the parametersandwishto
return to the original defaults on this screen, you can simply cliclo@fault Valuesutton.

Screerb ¢MA Sigmad.ite Advancedsettings

MA Sigma Lite Advanced Settings

Parameters

Key Value

add_user.activated

add_user.send_to_controller
audio.permission_tamper

audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.bio_policy_on_security_level_none
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.ffd_security_level
bio_security_settings.fvp_multimodal_security_level

=]

bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID

HOOOWOO NG UIN N H M

biometric_mismatch.send_to_controller

black_listed_card.activate_TTLO

black_listed_card.activate_TTL1

black_listed_card.activate_TTL2

black_listed_card.activated

black_listed_card.cock_and_data_ID
4 m

hiack lictad A

OO O

| 4 Defait Values

Parametersavailablefor MA SigmalLite devicesIf youhavemadechangego the parametersandwish
to return to the original defaults on this screen, you can simply cliclogfault Valuesutton.
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Screerb ¢MA Sigmad.ite+Advancedsettings

MA Sigma Lite+ Advanced Settings

Parameters

Key Value

add_user.activated
add_user.send_to_controller
audio.permission_tamper
audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.additional_pin_check_nb_attempt
auth_param.additional_pin_check_timeout
auth_param.bio_policy_on_security_level_none
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.ffd_security_level
bio_security_settings.fvp_multimodal_security_level
bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID
biometric_mismatch.send_to_controller
black_listed_card.activate_TTLO
black_listed_card.activate_TTL1
black_listed_card.activate_TTL2

BT

black Lictad A ackiink

=)

HOOOWOOUORNUN MMM

PO oM

A~ Default Values |

Parametersavailablefor MA Sigmalite+devicesIf youhavemadechangedo the parametersandwish
to return to the original defaults on this screen, you can simply cliclogfault Valuesbutton.

Screervy ¢ MorphoWaveTowerAdvancedsettings

MorphoWave Tower Advanced Settings

Parameters

Key Value

add_user.activated
add_user.send_to_controller

audio.

audio.permission_tamper
audio.permission_verify_fail
audio.permission_verify_success

audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.additional_pin_check_nb_attempt
auth_param.additional_pin_check_timeout
auth_param.bio_policy_on_security_level_none
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.ffd_security_level
bio_security_settings.fvp_multimodal_security_level
bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID

biometric_mismatch.send_to_controller
hlack lictad A _srtivaba TTLO

=)
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A Default Values

Parametersavailablefor MorphoWaveTower.If youhavemadechangedo the parametersandwishto
return to the original defaults on this screen, you can simply cliclo@fault Valuesutton.
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ScreerB ¢ MorphoWaveCompact XPAdvancedsettings

MorphoWave Compact/XP Advanced Settings

Parameters

I Key Value
add_user.activated

add_user.send_to_controller
audio.permission_message_attention
audio.permission_verify_fail
audio.permission_verify_success
audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.additional_pin_check_nb_attempt
auth_param.additional_pin_check_timeout
auth_param.template_type
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.authentication_matching_threshold
bio_security_settings.ffd_security_level
bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID
biometric_mismatch.send_to_controller
black_listed_card.activate_TTLO

hlack lictad d_ackinaba TTL1

o

Hooowowwosmmw\u—‘n—‘oo;

P o

/;y:\ Default Values |

Parametersavailablefor MorphoWaveCompact XP If youhavemadechangego the parametersand
wish to return to the original defaults on this screen, you can simply clicRéfeult Valuesbutton.

Screer® ¢ MorphoWaveCompact XP 2Advancedsettings

MorphoWave XP2 Advanced Settings

Parameters

Key Value
add_user.activated H
add_user.send_to_controller
audio.permission_message_attention
audio.permission_verify_fail
audio.permission_verify_success

audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.additional_pin_check_nb_attempt
auth_param.additional_pin_check_timeout
auth_param.template_type
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.authentication_matching_threshold
bio_security_settings.ffd_security_level
bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID
biometric_mismatch.send_to_controller
black_listed_card.activate_TTLO
black_listed_card.activate_TTL1
black_listed_card.activate_TTL2
black_listed_card.activated
black_listed_card.dock_and_data_ID
black_listed_card.send_to_controller 0

=)

mEODoURUNE RN N R YR RS o

oo oe

clock_and_data_protocolinput_clock_line_level 0
clock and data orotocolinout data line level 0

& Default Values

Parametersavailablefor MorphoWaveCompact XP 21f you havemadechangedo the parametersand
wish to return to the original defaults on this screen, you can simply clickéfieult Valuesbutton.
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Screenl0¢ MorphoWaveSPAdvancedettings

MorphoWave SP Advanced Settings

Parameters

Key Value

add_user.activated

add_user.send_to_controller

audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.template_type
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.authentication_matching_threshold
bio_security_settings.ffd_security_level

=)

bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID

HODOWO WU OU MO

biometric_mismatch.send_to_controller
black_listed_card.activate_TTLO
black_listed_card.activate_TTL1
black_listed_card.activate_TTL2
black_listed_card.activated
black_listed_card.dock_and_data_ID
black_listed_card.send_to_controller

dock and dot- facalinnut cack Lna Lol

O OO

=)

P

| 4 Default Values

Parametersavailablefor MorphoWaveSP If you havemadechangego the parametersandwishto
return to the original defaults on this screen, you can simply cliclo@fault Valueshutton.

Screerll ¢ MA Sigmé&ExtremeAdvancedettings

MA Sigma Extreme Advanced Settings

Parameters

Key Value
audio. ¥ i
audio.permission_verify_fail
audio.permission_verify_success
audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.additional_pin_check_nb_attempt
auth_param.additional_pin_check_timeout
auth_param.bio_policy_on_security_level_none
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.ffd_security_level
bio_security_settings.matching_threshold
clock_and_data_protocol.input_clock_line_level
clock_and_data_protocol.input_data_line_level
clock_and_data_protocol.output_clock_line_level
clock_and_data_protocol.output_data_line_level
contact_info,HO_address 11, boulevard Gallieni - 92130 Issy-les-Moulineaux - FRANCE
contact_info.hotline_mail hotline.bi i ho.com
contact_info.hotline_number 33(0)158113919
contact_info.web http://www.biometric-terminals.com
controller_feedback.denied_pulse_interval 200
controller_feedback.denied_pulse_width 200
M Foidh mcke b ot T

2

=]
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4~ Default Values

Parametersavailablefor MA SigmaExtreme If you havemadechangego the parametersandwishto
return to the original defaults on this screen, you can simply cliclo@fault Valueshutton.

Screernl2 ¢ MAVPMD Advancedsettings
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MA Sigma VP Advanced Settings

Parameters

Key Value
add_user.activated
add_user.send_to_controller
audio.permission_tamper
audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.bio_policy_on_security_level_none
auth_param.template_type
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.acq_strategy
bio_security_settings.ffd_security_level
bio_security_settings.matching_threshold
bio_security_settings.multimodal_security_level
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID
biometric_mismatch.send_to_controller
black_listed_card.activate_TTLD
black_listed_card.activate_TTL1
black_listed_card.activate_TTL2

ST

hlack lickad

=)

HOOOHUWOMUOOUNNHO M
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| 3 Defauit values |

Parametersavailablefor MAVPMD. If you havemadechangedo the parametersandwishto return to
the original defaults on this screen, you can simply clickefult Valuesbutton.

Screerl3 ¢ VisionPasAdvancedsettings

VisionPass Advanced Settings

Parameters

Key Value

add_user.activated
add_user.send_to_controller

audio. ission_
audio.permission_verify_fail
audio.permission_verify_success
audio.volume
auth_param.additional_bio_check_nb_attempt
auth_param.additional_bio_check_timeout
auth_param.additional_pin_check_nb_attempt
auth_param.additional_pin_check_timeout
auth_param.timed_anti_passback_same_user_timeout
bio_security_settings.authentication_matching_threshold
bio_security_settings.ffd_security_level
bio_security_settings.intentional_bio_capture
bio_security_settings.matching_threshold
biometric_mismatch.activate_TTLO
biometric_mismatch.activate_TTL1
biometric_mismatch.activate_TTL2
biometric_mismatch.activated
biometric_mismatch.clock_and_data_ID
biometric_mismatch.send_to_controller
black_listed_card.activate_TTLO

black lictad d_ackivaka TTLA n.

=)

=]

HOCOWORWURNERYHMOOK

o -

[ 4 Defauit Values |

Parametersavailablefor VisionPasdf you havemadechangego the parametersandwishto return to
the original defaults on this screen, you can simply clickeiult Valuesutton.

Screer4 ¢ VisionPass SRIvancedettings
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VisionPass SP Advanced Settings

Parameters
Key Value
add_user.activated 1
add_user.send_to_controller 0
audio.volume 70
auth_param.additional_bio_check_timeout 5

auth_param.additional_pin_check_nb_attempt 2
auth_param.additional_pin_check_timeout 1
auth_param.timed_anti_passback_same_user_timeout 5
bio_security_settings.authentication_matching_threshold 3
bio_security_settings.ffd_security_level i
bio_security_settings.intentional_bio_capture 0
bio_security_settings.matching_threshold 3
biometric_mismatch.activate_TTLD 0
biometric_mismatch.activate TTL1 0
biometric_mismatch.activate_TTL2 0
biometric_mismatch.activated 1
biometric_mismatch.clock_and_data_ID
biometric_mismatch.send_to_controller
black_listed_card.activate_TTLO
black_listed_card.activate_TTL1
black_listed_card.activate_TTL2
black_listed_card.activated
black_listed_card.dock_and_data_ID
black_listed_card.send_to_controller
clock_and_data_protocol.input_clock_line_level
clock_and_data_protocol.input_data_line_level

oo o e

dock_and_data_protocel.output_dock_line_level
clock_and_data_protocol.output_data_line_level
cls_card_encoded.activated
ds_card_encoded.send_to_controller
cls_card_reset.activated
cls_card_reset.send_to_controller

ororoocooo

4~ Default Values

Parametersavailablefor VisionPass SR youhavemadechangego the parametersandwishto return
to the original defaults on this screen, you can simply clickDifault Valuesbutton.

Biometric Device Configuration (Express).

@ Informationfor the wizardscreensl3 ¢ 19 canbe foundin the sectionfor Creatinga new

CreatinganewBiometricDeviceConfiguratior{External)

Enter details for the Biometric Device Profile

Mame: Advanced

Description:

Configuration Mode: [External ']
Realtime logging enabled: =

Log retrieval interval: 300 (seconds)
Language: [English - ]

Selectingexternafor your ConfigurationrMode allowsyouto setall parameterson deviceor viaexternal
software that interfaces with the Biometric Device parameters. When selecting External mode this will
be the only wizard screen you will utilize.
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BiometricDevice

Biometricdevicesrom five different hardwarefamiliescanbe addedhere;the MA 100,MA J,MA 500,
and MAVP familythe MA Sigma, M&igma LiteMA Sigma Lite, MASigma Extreme, MXP MD, the
Morpho 3D Face, the MorphoWave Tower, MorphoWave Compact / XP, MorphoWave SP and the
VisionPasand VisionPass SP

CreateaBiometricDevice
Selecthe Biometric Devicesectionof Administrationandthen clickAddin the toolbar.

Enter the details for this Biometric Device

MName: |M.-5. Sigma

Description: |

Location:

|
Asset ID: |
|

Expart Value:

Time Zone: (UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi e
Hardware Family: MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA WP MD b
Hostname\IP Address: | 10,132,200, 100

Biometric Device Configuration: Default -

QS0P Serial Address:

4k

Indude in Time & Attendance Exports: [

Change User Onsite [ Offsite Status: [

Onsite Key: No Key

Offsite Key: No Key

Allows Card Encoding: |
Name: Thenameof the BiometricDevice.
Description Adescriptionof the BiometricDevice.
Location: Theinstalledlocationof the BiometricDevice.
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ExportValue:

Time Zone:

HardwareFamily:

Hostname\ |IPaddress:

Thisvalueistypicallyusedfor Accessogexportingwhenthe
MorphoManagerataneedsto be exportedto athird-party payroll

package. It can have a maximum of 20 characters.

Whenthe accesdogsare exported,the valuespecifiedherewill be used

as theBiometric Device name in the output exported file. This again
depends on the requirements of the payroll package and the access log
exporter that is configured in the System configuration under T&A
General settings.

It is important that this field is entered correctly as it will affect the time
displayedon the BiometricDeviceandin whichtime zoneaccessogsare
recorded.

Correspondso the modelof the Biometric. Asmentionedabove

Biometric Devices from thredifferent hardware families can be added
here;the MA 100,MA J,MA 500,andMA VPfamily,the MA SigmaSigma
Lite, MA Sigma Lite + ,MA Sigma Extreme, and MA VP MD family, the
Morpho 3D Face, the MorphoWave Tower and MorphoWave Compact /
XP, MorphoWave SP and the VisionRasbVisionPass SP.

Thisvalueiscritical. Enterthe IPaddresf the selectedBiometricDevice.

network. The IP address must not be used by any other device on the network. An IP Addreq

@ ThelPAddresson eachdevicemustbe manuallyassignecaind mustbe within the IPrangeof the

not needed for the Morpho Tablet Terminal hardware family.

Port:

BiometricDevice
Configuration:

OSDPRserialAddress:

Includein Time&
AttendanceExports:

ChangédJser
Onsite/Offsite Status:

Portnumberthat the deviceis configuredto use.

Thiswill allowacommonsettingsand parametersprofile to be setfor the
device added. The profile itself is created in the Biometric Device
Configuration section of Administration.

Enabledf the selectedBiometricDeviceConfiguratioris setto
communicate via OSDP. This field is applicable only for the MA Sigma,

SigmadLite, MA SigmaLite +, MA SigmaExtreme and MA VPMD family
and MorphoWave Compact / XP, MorphoWave SP and the VisionPass.

Enablef the gathereddataisto be sentto aPayrollor Rosteringpackage.

Enablaf Onsite/Offsiteeventsareto berecorded.
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Onsite Key: Determineswhichfunctionkeyon the devicewill be utilizedto setauser
Onsite.

Offsite Key: Determineswhichfunctionkeyon the devicewill be utilizedto setauser
Offsite.

Allow Card Encoding: Cryptographic keys to encode Mifawe DESFire cards will not be sent to

the device unless this option is selected.

After allinformation has beerenteredclickFinishto savethe changesr Canceto discardthe changes.
You will now see the new Biometric Device in the window anstéisis will be Online, provided the PC
anddeviceare correctlyconnectedand configured.TheTasksolumnshowsthe countof the queuedor
the failed tasks.

ModifyaBiometricDevice

Tomodify a BiometricDevice clickon Editon the toolbar. Awizardwill openshowingthe information
enteredwhenthe BiometricDevicewascreated.Changeany of the valuesrequiredand click Finishto
save changes a¢ancelo discard changes.

DeleteaBiometricDevice

Select the device to delete and clidkleteon the toolbar. To delete a Biometric Device, you must
removeALLUserConfiguratiorand useraccesselatedto this device.A BiometricDevicecannotbe
deleted if any user still has access. This ensures that all user access has been cevodaty,

BiometricDeviceStatusand Tasks

When viewing a list of Biometric Devices, the status column indicates the status of each Biometric
Device. Online means the Biometric Device is responding to communication requests. Offline means
that the BiometricDeviceis not respondingo communicatiorrequests. A new status,NeverConnected,
has been added in MorphoManager version 11 to indicate the device has never been online.

Thetaskscolumnindicatesthe numberof tasksremainingfor the BiometricDeviceto processClicking
on theQueued TaskandFailed Taskgab in the details section allows these tasks to be reviewed.
Clickingon Logsallowsreviewof accessogsretrievedfrom that BiometricDevicef this functionalityis
enabled.

Allow Card Encoding

¢KS @It dzS dsthatadded dekiof Rak Relused as encoder by sending cryptographic keys to encode
Mifare or DESFire cards.

CKS OFfdS 4Clfasé AYRAOIGS GKIG | RRSR RSGAOS Ol yy

This option is introduced in version 16.3. When upgrading from a previous version,
@ MorphoManagewill automaticallydelete the keys from all connected devices during t

upgrade to restore theencoding capability for these devices, this option shall be used
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Biometric device

& X (U 4 B C] X @ Q

Add Edit  Delete Refresh  Synchronize Getlogs  View Synclog  SetDatefTime  Rebuild Reboot  Setoffiine

MName Des... Location Biometric Dev... Synchroniza... Status Tasks  Secure Communications  Allow Card Encoding

MEw_BDC & synchroni... @ Online 1]

Details Logs Queued tasks (0) Failed tasks (0) Hide Details

VisionPass

Description:

Hardware Type: VisionPass MD

Serial Number: 20315MADDD0731

Firmware version: 2.10.7

Hostname\IP Address: 10,132,201,183:11011

User Slots: 0/ 40000

Time Zone: (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi
Synchronization Mode: Automatic

Synchronization Status: Synchronized

Device Status: Online

P

Theicon displayed on the administration page of Biometric Devices can have various meanings, as explained in
the below table :

| Meaning
Device accessible by MorphoManagg@plication and no
further action required from the operator.

Device Status |
Online

Online Pending MorphoManager trying to connect to the biometric device to

verify its accessibility.

OnlineWithError Device accessible by MorphoManaggplication but an error
was encountered during a task execution that could affect th
device behavior.

Device not accessible by MorphoManaggplication
therefore, an appropriate action required by the operator
(network issue, device down, etc.).

The operator either requested to stop the interactions betwel
MorphoManagerapplication and the device or the device is
used by MorphoManager application for another purpose (lil
enrollment, encoding...)

Device accessible by Morpho Manager application but the
security of the communication is not correctly set. Therefore,
actionisrequired fromthe operator.

Offline

ManuallyOffline

Securitylssue

Unsupported The firmware detected during connection with device is not
compatible with the current version of Morpho Manager
application (the condition on minimal version is not met).

NeverConnected Morpho Manager application has never been able / never tri

0O © © 0 O O CH

to connect to this device.
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TroubleshootingndMaintenance

Details Logs Queued tasks (3) Failed tasks (1)
View Latest  Clear View  Delete Al

Task Failed Message

1 View Latest : Fetch and display topb00 failed tas&from database for selected device.
1 Clear View : Remove fetched failed tsiskom display.

1 Delete All Remove all failed taskrom display and database. It will not be possible to retrieve them
afterwards.

Details | Logs  Quevedtasks(3) | Failed tasks (1)
viewLatest  Clear View  Delete Al

Tack Faled Message

Failed to set the foloning parameter(s): test (Parameter not found), test 2 (Parameter not found)

Inthe examplescreenabove the dSetConfiguratiol taskfailed. Themessagén front explainghe reasonfor
the failedtask.

ToolbarFunctions

Refresh

Thisdoesnot getthe lateststatusfrom the devicesTherefreshbutton getsthe lastknownstatusfrom
the MorphoManageserver and refreshes the view of the MorphoManager Client.

Synchronize
Initiatesthe Synchronizéaskif it isenabledin the BiometricDeviceConfiguration

GetlLogs
This functionality is enabled by default and allows currently stored transaction logs from the biometric
deviceto be downloadedinto MorphoManager Automaticretrievaloccursevery5 minutes,by default.
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If this functionality is disabled in the Biometric Device Configuration a warning message is displayed if
Get Logs is clicked.

TheGetLogsfunctionwill download100logs fromthe biometricterminal everytime the taskis
executed.

ViewSynd.og
Thisbutton will be enabledwheninconsistenciehavebeendetectedthat needto beresolved
manually. When no inconsistencies exist, this button will be disabled.

Editing Biometric Device Synchronization

Biometric Device Database Synchronization Log

The first collection of users that were expected but not found on the biometric device and the second collection are users on the
device but not found on the MorphoManager User database, Please choose the appropriate action and dick finish to apply.

Clear All Select All

Add User . Remove
To Device User Identifier Name User From

9442368505395404073 John Smith

User Identifier MName

Fromthe Synchronizatiotog, you canchooseto addthe missinguserto the device.Likewisewhenan
unknown user exists on the device, the operator can choose to remove that user from the device.

SetDate/Time
Updatesthe Biometric5 S @ Aco&ta the time onthe server.

Thiscommandis run automaticallyon serverstart or onceaday (or after every24 hour) in caseif server
not started.

Rebuild

Therebuildfunctionwill removeall tasksin the queueand createnewtasksto configurethe device.The
following tasks are created when rebuilding a device:

1 Getlogsc Getsallthe accesdogsfrom the device,andclearsthe deviceaccesdogsafter
retrieval

1 Setdateandtime ¢ Setsthe date andtime basedon the MorphoManageiServertime and

device time zone

Resemmediafiles¢ Removesll existingmediafiles

Deleteexistingaccesschedules; Allaccesschedule®nthe deviceareremoved

Setconfigurationg Appliesthe BiometricDeviceConfiguratiorto the device

Deleteallusersg Thisisanoptionaltask.Removesll usersfrom the device

Addusersg Thisisanoptionaltask.Allthe usersthat are eligiblefor upload,aresentto the

device.

Thisfunction shouldonly be usedif the deviceis not operatingasexpected.Unexpectecdehaviorcould

occur if a device were moved from another site and contained existing users from that site. During

=4 =4 —a —a -9
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normaloperation,anyuserswho are addedor deletedthroughusermanagementre updatedonthe
Biometric Device in real time.

SetOnline

MorphoManagemonitorsanddisplayshe statusof everyBiometricDevice If adevicehasgoneoffline,
clickingSet Onlinewill attempt to connect to the device and go online. The status of the Biometric
Devicewill changeto d t S ¥ R ¥ §/ AfilSthe connectionis occurring.If there isaproblem
connectingtothe A2 YSGUNAO 5S@PGA0S (GKS aidlddza oAttt NBEDSNI

SecureState

MorphoManageifetch and displays the secure state status of every connected Biometric Device. The
secure state status of the Biometric Device will not be updated in case if any of the task is ongoing on
MorphoManagerside.Soit isrecommendedo fetch the statusof devicewhenthere isno pendingtask

left in queue.

@ Itisrecommendedo fetchdevicestatusbeforedeletingallincompatibledeviceonce.

Biometric device

n & X v " I Q B & Q ] 3 (o]
Add Edit Delete Refresh Synchronize =~ Getlogs View Sync Log Set Date/Time Rebuild Reboot Setoffline  Show All Filter Secure State

Name Description Location Biometric Device Co... Synchroniz... Status Tasks Secure Comm...

@synchron... @Online 0

Details Logs  Queued tasks (0) Failed tasks (0) Hide
MWSP
Description:
Hardware Type: MorphoWave SP MDPI M
Serial Number: 2214SSP0000270

Firmware version: 111
Hostname\IP Addres: 10.132.200.178:11010

User Slots: 0/ 10000

Time Zone: (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi

Synchronization Mod: Automatic

Synchronization Stati Synchronized 2
Device Status: Online
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Actionsfor multiple Devices
Belowis the list ofoperationsthat can be done simultaneously enultiple devices

T Edit
Delete

Rebuild
Reboot

=4 =4 =4 =4 -4 -4 4

Filter

To select multiple devices, use the tick box on theheftd side of the panellhe top tickbox allows to

select alldevices.

Biometric device

Get Logs
Set Date/Time

SetOnline/Offline

¥y X Q S O d 9
Add Edit Delete Synchronize Get logs View Synclog  SetDate/Time Rebuld Reboot Setonine Show Al Fiter  Secure State
8 Neme Description Location Biometric... Synchronization S... Status Tasks Secure Communications Allow CardE...
~ MorphoWave Compact MOPI Default @ syndronized % Offine 3 True
& MorphoWave SP MDPI-M Default W Synchronized Q offine 4 (2 faled) True
Details Logs Queued tasks (3) Failed tasks (0) Hide Detais

MorphoWave Compact MDPI

Description:

Hardware type: MorphoWave XP MDPI

Serial Number: 1931SMP0000526

Firmware version: 2.144

Hostname\IP Address: 10.132.200.228:11011

User slots: 0 /20000

Time zone: (UTC+05:30) Chennai, Kokata, Mumbai, New Delhi
Synchronization mode: Automatic

Synchronization Status: Synchronized

Device Status: Offline

Actions on multiple devices may requsggnificant processing and timEDEMIA
recommendgerformingthem during idle periods of the system.

0,
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WiegandProfiles

This section allows you to view, add, edit & delete Wiegand Profiles in MorphoManager. Wiegand
Profilesdefinewhatinformationis output overthe WiegandOutinterfaceof the Morpho Biometric
Devices when a user is identified. This is most typically used in conjunction with an Access Control

System.

VWiegand Profiles

.qud gt DZ:ne Reﬁuesh ¥ amport el Bxport

MName Description MAZG MASG
Automatically generated random &4 bit Interpreted Interpreted
CASI-RUSCO 40 bit 19 bit Fadility / 19 bit Badge Raw Raw

HID Corporate 1000 HID Corporate 1000 Raw Interpreted
HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Raw Interpreted
ISO/IEC 14443 CSN 32 bit 32 bit Card Serial Mumber Interpreted Interpreted
ISO/IEC 14443 CSN 56 bit 56 bit Card Serial Mumber Interpreted Interpreted
ISO/IEC 14443 CSN 64 Bit 54 bit Card Serial Number Interpreted Interpreted
Kastle 32 bit Kastle 32 bit Raw Interpreted
Matrix 56 bit 54 bit User ID Interpreted Interpreted
OnGuard Wiegand 64 3 bit fadlity, 48 bit card number, & bit issue code Raw Raw
Standard 26 bit 8 bit Site/16 bit User code Interpreted Interpreted
Standard 26 bit - HID PACS 3 bit Site/16 bit PACS Interpreted Interpreted

CreateaWiegandProfile

Screeril ¢ ConfiguratiorDetails

Enter details for this Wiegand profile

Mame:

Description:

Bit Length: [0 &
Name: Namethe profile anythingupto fifty characters.
Description: Givethe profile adescriptionof up to onehundredcharacters.
Bit Length: Designatehe overallbit lengthneededfor your profile.

Screer? ¢ WiegandProfileElements

M3DF
Raw
Raw
Raw
Raw
Not supported
Mot supported
Mot supported
Raw
Raw
Raw
Raw

Raw

OnScreer? youwill be ableto addthe elementsneededto makeup your WiegandProfile.ClickAdd to
select the element needed from the drop down. There are many element types that can be used to

construct a Wiegand Profile:
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Parity: Indicatesa singlebit that is typicallyusedfor error detection.Parityis calculatedover

one or more bits within the entire profile and can be Even or Odd.

Fixed:Indicates a value that is common to all users of this Wiegand Profile. Typical examples of
fixedvaluesare Facility/Sitecodes.Thisvalueis setoncein the WiegandProfileandwill then be

used by all users of this Wiegand Profile.

User:Avaluethat canbe enteredduringenrolimentfor eachuser.Atypicalexampleof a User

value is a User ID.

User(Proximity):Likethe Uservalue,this valueis definedduringenroliment,but isreadfrom a
connected proximity card.

User(CSN)Likethe Uservalue,this valueis definedduringenrollment,but isreadfrom an
L{hkL9/ wmMnnno aYINI OFNRQA&A &aSNALIf ydzyo SN
User (HID iClass/iClass SE PACS Dafla the User value, this value is defined during
enrolliment,but isreadfrom the HIDiClass/iClasSEPACSPhysicahccesgontrolSystem)
information on the card.

User(HIDiClassSEORACPata): Likethe Uservalue,this valueis definedduringenroliment,

but is read from the HID iClass/iClass SEOS PACS (Physical Access Control System) information
on the card.

Clock and Datat dzy A lj dzS @+ fdz2S GKIFd gAtft oS dzaSR | a |
0KS a! aSNE afile 53 ¢olil (ElgERIS typeis the latterwill save thevalue as a
stringvalue.Thismeansthat an ID of 01 will be different than 001.Boththesevaluesare unique

when using this element type. This wiegagldment is only supported for 5G devices.

Adding Wiegand Profiles

Add Wiegand profile elements

Wiegand Elements

E

Add Edit Delete Move Up  Move Down

Parity Length Bits Extended
Fixed

User

User (Proximity)

User {CSN)

User {HID iClass/iClass SE PACS Data)
User (HID iClass SEOS PACS Data)
Clock and Data

Oncethe elementhasbeenselectedthe detailsscreenfor that elementcanbe populatedasin
the example below. Once the screen is populated dliekt.
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Fixed element details

Name: Fixed element
Length; 5 =
Value: 11 =

Youwill betakenbackto the WiegandProfileelementscreen(below)andit will now be populatedwith
the elementyoujust added.

Add Wiegand profile elements

Wiegand Elements

> -~ ~

Edit Delete Mowve Up  Mowe Down

Mame Extended

Fixed element Value is 11

Onceyouhavebuilt out all the elementsneededto makeup your WiegandProfile,you canclickFINISH.
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UserConfiguration
Userpolicesare usedto applyaccessightsandrulesto allmembersof the group.

Users cannot exist in the database without being assigned to a User Configuration.
However, a User Configuration can exist without having accemsyt®iometric Device.

Thiscanbe usefulfor segregatinguiserswho, for securityor other reasonsshouldnot be
stored on a device.

CreateanewUserConfiguration
Screerll ¢ Details

Adding User Configuration

Enter the details for this User Configuration
Name: I |
Description: [
Access Mode: All Biometric Devices an d Clients hd
[] allow MA 500 database selection during user enrollment
Access Schedule: 24 hours, 7 days a week ™
Extended User Details: [] Display extended user detsils
Wiegand Profile: Automatically generated random 641 ~
User Authentication Mode: Biometric (1:Many) ~
Show Photo Capture Page:
Name: Nameof the UserConfiguration.

Description:  Descriptionof the purposeof the UserConfiguration.

Accessviode: Thisvaluedeterminesthe access$o BiometricDeviceghat usersin this policywill have.
All BiometricDevicesand Clients:Usersin this policyhaveaccesdo all Biometric
Devices.
PerUser:Usersn this policywill haveaccesgo the BiometricDevice(sypecifiedin the

User Distribution Groups selected for them in User Management and cannot be
overridden.

Checkinghe Allow MA 500databaseselectionduringuserenrolimentallowsyouto choosethe section

of an MA 500 where you want to add your user. The MA 500 must have an extended license for 50k
users. When adding a new user, you will have a dlown menu of zero to four. This is where you
decide which of the five sections of the database youmtwta add the user to.

Access Schedul&ny Access schedules that have been created in the Access Schedule menu
(Administratiory Accessschedulesyvill appearin this dropdownmenu.Accesdimes
will be restricted/permitted as set up in the Access Schedules menu.
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ExtendedUserDetails: If enabled,additionaluserinformation suchasPhoneNumber(s) Email,and
Address can be entered for a user.

WiegandProfile: Selecthe WiegandProfileyouwishto usefor usersin this UserConfiguration.

@ TheWiegand Profile you choose for your useh®uld match the one you utilize for you

biometricaccesslevicessetin the BiometricDeviceConfiguratiorsectionof this manual.

UserAuthentication Mode: Designatdhe authenticationmodeyouwishto utilize for userplacedinto
this UserConfiguration.

ShowPhoto CapturePage: If enabled the PhotoCapturewizardscreerwill be shownin User
Managemeniwhenaddingor editingusers.

Screer? ¢ Detailsfor FingerBiometricOptions

Enter the details for finger biometric options

Finger Biometric Enrollment Minimum Fingers: Twao N
Preferred Finger One: Left Index Finger e
Preferred Finger Two: Right Index Finger e
Preferred Duress Finger: Left Middle Finger ~ 415, Depends on Biometric device
Vein { Print Mode: Universal Fast ~

Show Finger Biometric Capture Pages

y Itis recommended the mode set in User Configuration for enrollment should be the same mode or a more restrictive mode than the
b mode set in Biometric Device Configuration. Using a less restrictive mode in User Configuration than in Biometric Device Configuration
@ % 0 islikely to increase the False Rejection Rate (FRR) of biometric devices.

FingerBiometricEnrollment

Minimum Fingers: Designate the minimum number of fingers that will be
capturedduringuserenrollment.Optionsare None,One,
Two, Three, (with third as the Duress Finger), and Ten.
Pleasenote that MA 100,MA J,MA 500,MA VPdevices
require a minimum of twoenrolled fingers.

PreferredFingerOne: Designatehe first preferredfingerfor captureon the Finger
BiometricEnrollmentwizardscreenof UserManagement.

Preferred Finger Two: Designatehe secondpreferredfingerfor captureonthe
Finger Biometric Enrollment wizard screen of User
Management.

PreferredDuressFinger: Designatehe Duresgringerto be capturedonthe Finger

BiometricEnrollmentwizardscreenof UserManagement.
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@ Duresg-ingercanonly be utilizedon the SigmaSigmalite,and Sigma Lite + of reader

(excluding Fingerscan and MorphoWave).

Vein/ Print Mode

Designatehe modeto be utilizedduring enrollmentwith an MSOVP. Thisnode mustalignwith the
BiometricThresholdsettingssetin the BiometricDeviceConfiguratiorfor MorphoAccess$-ingerprint
Threshold.

Thefollowingmodesare available:

Universal FastUniversal fast is the recommended vein/print mode. Universal fast provides the
fastestbiometriccaptureandis an excellenttrade-off betweensecurity biometric spoofing,and
ease of use. This mode offers the lowest failure to enroll rate. It is likely that users who
experience difficulties enrolling on fingerprint only devices can be successfully enrolled on
vein/print devices configured to this mode.

Universalaccurate:Universalccurateis very similarto universalfast profile but with moretime
allowed for biometric data capture during enroliment and matchimbis mode is

recommended only when theiometrics of a significant number of users are difficult to enroll
due to extreme conditions, such as very cold temperature and/or highly damaged fingerprints.

Anti-spoofing: Anti-spoofing provides a very high level of biometric spoofing detection: Anti
spoofing is more restrictive than universal fast and universal accurate. This mode is
recommended when detection of a physical live finger is desired. This mode requiresgithat v
network biometricdatamustbe found underthe skinof the finger. Thismodeisrecommended

when a lower False Acceptance Rate (FAR) is more important than a low Failure to Enroll (FTE)
rate.

Fullmultimodal: Fullmulti-modalprovidesthe highestlevelof securityduringbiometric capture
and biometric matching. Futhulti-modal is the most restrictive mode. This mode requires that
vein network biometric data must be found under the skin of the finger. This mode is
recommended when the lowest False Acceptance Rate (FAR) is more important than a low
Failure to Enroll (FE) rate.

It isrecommendedhe modesetin UserConfiguratiorfor enrolimentshouldbe the same
mode or a more restrictive mode then the mode set in Biometric Device Policy. Using

lessrestrictivemodein UserConfiguratiorthan in BiometricDeviceConfigurations likely
to increase the False Rejection Rate (FRR) of biometric devices
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ScreerB ¢ Detailsfor WaveBiometricOptions

Enter the details for wave biometric options

Wawve Enrollment Minimum Hands: Mane w
Show Wave Biometric Capture Page: ]
WaveEnrolimentMinimum Hands: Designatehe minimumnumberof handsthat will be
capturedduringuserenrollment.Optionsare None,One,or
Two.
ShowWaveBiometricCapturePage: If enabled the WaveBiometricCapturewizardscreernwill be

shown in User Management when adding or editing users. It
canonly be disabledf the WaveEnrolimentMinimum Hands
is set to None.

Screemnt ¢ Detailsfor FaceBiometricOptions

Enter the details for face biometric options

Require face biometric enrollment: U

Show face biometric capture page: ]
Require face biometric enrollment: If enabled enrollment with face biometric template will performed.
Show face biometric capture page: If enabled the face biometric capture wizard screen will be shown in

User Management when adding or editing users.
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Access$chedules

Access Schedules allow access times to be set for the Biometric Devices. Up to 58 individual Access
Schedules can be created. The Access Schedules are applied to users via the User Configuration section
of MorphoManagerThus,adza Saddaswiathe Sigmafamily of deviceswill be governedby the Access
Schedule set on their User Configuration.

Createan Acces$chedule
Screerll ¢ Details

Adding Access Schedules

Enter details for the MA Sigma Access Schedule

Mame: | |

Description: | |

Name: Nameof the AccessSSchedule

Description: Descriptiorof the AccessSchedule

Name.

@ Youcanenter amaximumof 50 characterqall charactersare allowed)for Access Scheduld

Screer2 ¢ MA SigmagSigmaLite. Sigma.ite+andMorphoWaveaccesschedules

This section will create Access Schedules pertaining to the MA Sigma, Sigma Lite, Sigma Lite+, Sigma
Extreme MA VPMD, and MorphoWavedevices Theyallowfor up to two periodsof accesgo be setper

day on the device€ach period per day can be set up in increments of fifteen minutes.

Fromthis screensetthe timesneededin fifteen-minute increments If adayis not set(left blank),no
access will be allowed for users of the Access Schedule on that day.

menu for Sigma, Sigma Lite, Sigma Lite+, Sigma Extaech&lorphoWavedeviceslf the
settingis disabled the accesschedulesvill not be applied to these devices.

@ TheAccessSchedulesettingneedsto be enabledin the BiometricDevice Configuration
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Enter Access Schedule Details for MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme,

Access Schedule

Sunday

Manday

Tuesday

wednesday

Thursday

Friday

Saturday

1z/0M ZAM A EAM SAM 104M 12PmM Z2PM “4Pr EPM SPM 10PmM 12amM

Allow All Access Deny All Access (= ]

ScreerB ¢ MA100,MA J,MA 500,andMAVPaccesschedules

This screen allows you to create access times by selecting from the table with-fifiieate steps

across 24ours for each day of the week. Click and drag the mouse over the required areas to select
anddeselecttimes. Thetime areain blueindicatesaccesss allowed.White indicatesaccesss denied.
Thebuttonsa ! £ All2 & O Sdda & SANE O O SanBedisedto clearor setaccessor all daysand

times.
Enter Time Mask Details

Time Mask

Sunday

Maonday

Tuesday

Wednesday

Thursday

Friclay

Saturday

i2AM 28 R GAM AR 104AM izPM 2P 4P P [E3 10PM izAM

| Allow All Access | | Deny All Access | )

Screert ¢ MorphoWaveTower

Thissection willcreateAccessSchedulepertainingto MorphoWaveTower.Theyallow for up to two
periodsof accesdo be setper dayon the devices Eachperiod per daycanbe setup in incrementsof
fifteen minutes.

Fromthis screensetthe timesneededin fifteen-minute increments.If adayis not set (left blank),no
access will be allowed for users of the Access Schedule on that day.
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Select Time Slots for MorphoWave Tower

Period 1 Period 2
Sunday ~ - = ~| - R Clear
Monday = - i ~| - w Clear
Tuesday | - ~ | - o Clear
Wednesday |- w | - o Clear
Thursday - w | - o Clear
Friday |- e W= ~ Clear
Saturday | - - | - - Clear

UserDistributionGroup

User Distribution Groups are designed to distribute users onto groups of MA readers or
MorphoManagerClients.Tobe utilizedthe usermustbe in a UserConfiguratiorthat hasits Access
Modesetto & t S BB ThEnthe UserDistributionGroupswill be selectablevhencreating(or editing)
auser.

Part of the users data that are distributed via User Distribution Groups are biometric
templates.

Please note, if a Fingerscaocessory is removed from a VisionPass SP, the fingerprint
templates will not automatically be removed from the device by MorphoManager. Th
require a Rebuild of the device.

CreateaUserDistributionGroup
Screerll ¢ Details

Adding User Distribution Group

Enter details for this User Distribution Group

Mame:

Description:

Name: Nameof the UserDistributionGroup

Description: Descriptiorof the purposeof the group.

Screer ¢ SelectBiometricDeviceAccess
Selecthe BiometricDevice(s}hat this groupwill haveaccesgo. Thed { S 1 Sttéon will allow
accesstoall AZYSGNRO 5SPA0Sad ¢KS G/ tSIFENI!ft¢ odzidizy oA
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Adding User Distribution Group

Select Biometric Devices

[/ Select Al ¥ Clear Al | Filter |:|

Mame Description Location Model
W ma 500 MA 100, MA 1, MA 500 and MA VP
D Prox MA Sigma

UserAuthenticationMode

User Authentication Mode(s) will set which authentication triggers will be utilized by users. The
parametersare designatedchere andthen a specificUserAuthenticationMode will be chosenaspart of
aUserConfigurationUsersaddedto the systemwill havetheir authenticationtriggersgovernedoy the
User Authentication Mode portion of the User Configuration they are placed in.

Therearefour automaticallygeneratedJserAuthenticationModes:

User Authentication Mode

Ed gt DZZE P.eﬁ'uesh ¥ tmport [ Export
Mame Description
Contactless Card ID + Biometric {1: 1) Contactless Card ID + Biometric {1:1)
Encoded Smartcard + Biometric {1:1) Encoded Smartcard + Biometric (1:1)
Wiegand In + Biometric {1:1) Wiegand In + Biometric {1:1)

@ Card + Biometric is not supported by Fingerscan accessory.
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CreateanewUserAuthenticationMode
Screerl ¢ Details MA 2GFamilyMode,and3DFaceMode

Adding User Authentication Mode

Enter details for this User Authentication Mode
Mame:
Description:
Ma 100, MA J, MA 500 and MA VP Mode: [Nnne ']
Morpho 3D Face Mode: [Nune ']
Name: Nameof the UserAuthenticationMode.
Description: Descriptiorof the purposeof the mode.

MA 100,MA J,MA 500,and MA VPMode:
SelectNoneor the desiredauthenticationmodefrom the dropdownmenu.

Identifier Template Downloaded to Devic&he user is authenticated by presenting their finger at a
BiometricDeviceand matchingwith fingerprint datastoredon the BiometricDevice Orthey cankeyin
their authentication identifier at the device and then present their finger.

Identifier Template Encoded to Smartcar@he user carries a card with a Wiegand code on it and
touches it on the Biometric Device. If the code read from the card is in the list of accepted Wiegand
codesstoredon the BiometricDevicethe fingerprintscanneiis activated.Theuseris authenticatedoy
presenting their finger athe Biometric Device and matching with fingerprint data stored on the card.

Identifier PINEncodedo Smartcard:Theusercarriesa cardwith aWiegandcodeon it andtouchesit
onthe BiometricDevicelf the codereadfrom the cardisin the list of acceptedwWiegandcodesstored

on the Biometric Device the keypad is activated. The user is authenticated if the PIN code entered
matches the stored PIN code.

Identifier Template PIN Encoded to Smartcaithe user carries a card with a Wiegand code on it and
touches it on the Biometric Device. If the code read from the card is in the list of accepted Wiegand
codes stored on the Biometric Device the keypad is activated. If the PIN code entered matches the
stored PINcodethe fingerprintscanneris activated.Theuseris authenticatedby presentingtheir finger

at the Biometric Device and matching with fingerprint data stored on the Biome&uice.

Pagel00



MorphoManageUserManual

Identifier Encoded to Smartcardfhe user carries a card with a Wiegand code on it and touches it on
the BiometricDevice Theuseris authenticatedif the codereadfrom the cardisin the list of accepted
Wiegand codes stored on the Biometric Device.

Identifier Encoded to Smartcard Identifier Template Downloaded to Devitke user carries a card

with a Wiegand code on it and touches it on the Biometric Device. If the code read from the card is in
the list of acceptedwWiegandcodesstoredon the BiometricDevicethe fingerprintscanneiis activated.

The user is authenticated by presenting their finger at the Biometric Device and matching with
fingerprint data stored on the device.

Identifier from Smartcard Identifier Template Downloaded to DeviCEne user carries a card with a
CardSerialNumber(CSNWiegandcodeon it andtouchesit onthe BiometricDevice If the coderead

from the card is in the list of accepted Wiegand codes stored on the Biometric Device the fingerprint
scanner is activated. The user is authenticated by presenting their finger at the Biometric Device and
matching with fingerprint data stored on thesdice

Morpho 3DFaceMode:

Identifier TemplateDownloadto Device:Theuseris authenticatedby presentingtheir faceat a3DFace
Reader Biometric Device and matching with 3D Face data stored on the Biometric Device.

Screer? ¢ Detailsfor MA SigmaMA Sigmdite, MA SigmaLite +, MA SigmeExtreme MAVPMD,
and MorphoWave Modes for this User

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA Sigma VP, MorphoWave Settings

Mode: Enabled ~
Download Identifier To Device: O
Encode To Smartcard Mode: Mone g
Template Location: Mone ~
Pin Location: Mone w

Allow Start By Biometric:

Allow Start By Contactless Card:
Allow Start By Keyboard:

Allow Start By Wiegand In:

Require Fin:

OoO0o0o0o0o0od

Require Template Match:
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MA Sigma, MA Sigma Lite, MA
Sigmdlite +, MA SigmaExtreme

andMorphoWaveMode:

Downloadldentifier to Device:

Encodego SmartcardMode:

Canbe left asNoneif you are not utilizingMA Sigmadevices

Will downloadthe userswWiegandCodeto the MA Sigma.

Allow: Will allow smartcardcodingfor auserbut will not
prompt during user creation.

Allow and Prompt: Will allow smartcardencodingfor auserand
will prompt to encode the card during user creation.
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TemplateLocation:

Downloadto Device:Will downloaddza ShibEe¥ictemplate
onto the MA Sigma.

Encodedo Smartcard:Will encodedzi Shivietrictemplate

onto asmartcard.

In case of Face template, the template encoded in the card is
Face V2 Light Comp, or Face V3 if Face_V2_Light Comp is not
available.

Downloadto Deviceand Encodeto Smartcard Will download
dza SNE Q G SYLX I (i SandSyi02 RBK $IzasSINR{QA T Y |
biometrics template onto a smartcard.

PINLocation:

Downloadedto Device:Will downloadusersPINonto the MA
Sigma.

Encodedo Smartcard:Selecwhenyouwantto encodethe
dza SPMNRrito asmartcard.

Allow Startby Biometric: Allowthe triggerfor authenticationto be startedby presenting
the dz& SfiNgerdo the Sigma.

Allow Startby Contactles<Card: Allowthe triggerfor authenticationto be startedby presenting
the dz& SshBt&ardo the Sigma.

Allow Startby Keyboard: Allowthe triggerfor authenticationto be startedbytouchingthe
keyboardscreenicononthe Sigma.

Allow Startby Wiegandin: Allowthe triggerfor authenticationto be startedby receivinga
Wiegandn signalto the Sigma.

RequirePIN: Makesusinga PINmandatoryfor authentication.

RequireTemplateMatch: Makesusingcorrectbiometrictemplatefor userauthentication.
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OperatorRole

CreatingandmodifyingOperatorrolesis anadvancedeaturethat shouldonly be usedby experienced

operators.

Role
BioBridge Enrollment
Operator

' Description

Access to the BioBridge
enrollment client to enroll new
users in the system

Documentation
BioBridge Quick start guide

Biometric Identification
Operator

Access to the Biometric
Identification feature of
MorphoManager Client

MorphoManager User Manua|
Y. A2YSGNRO LRSydA

Onsite / Oftite Monitor
Operator

Access to the Onsite / Offsite
feature of MorphoManager Client

MorphoManager User ManuglWh y" a
K hFFarasSQ aSOiuA2

Reports Operator

Access to the Reports feature of
MorphoManager Client

MorphoManager User Manua|
YwSLR2NIAQ aSOilAzy

Operator

Transaction Logs Monitg

Access to the Transaction Logs
feature of MorphoManager Client

MorphoManager User Manua|
WeNFyal Odazy [ 213

User Management
Operator

Access to the User Management
feature of MorphoManager Client

a
MorphoManagetUser Manuat W! & S
al yI3SYSyiaQ &asoia

Screerl ¢ OperatorRoleDetails
Enterthe namefor thisoperatorrole.

Screer? ¢ Function Access Permissions
Selecthe functions, hisoperatorrole will allowaccesgo.

Select the functions available to this operator role

Function Access Permissions

GetTerminalsSecureCommunicationStateFunctionDomain | |

ClearSelectedFailedTasksFunctionDomain

GetConsumerMNameFunctionDomain

GetServerHostIDFunctionDomain

GetSecureCommunicationPolicyFunctionDomain

CloseDistantSessionFunctionDomain

GetProductEventSourceMNamesFunctionDomain

GetlogsFunctionDomain

SaveExpressConfigurationFunctionDomain

VerifyvalidityFunctionDomain
SetkeyPolicyCertificateFunctionDomain
ClearAllFailedTasksFunctionDemain

TimeAndAttendanceExportFunctionDomain

PathValidationFunctionDomain

GetRemoteEnrollmentReplyFunctionDomain

SaveSystemConfigurationFunctionDomain

ContactessCardConfigurationFunctionDomain

RunDeviceSynchronizationFunctionDomain

ScreerB ¢ EntityAccess

Execute

OooodooboOoooooooono

Selecthe entitiesthis operatorrole will haveaccesdo andthe type of accesgview,add, edit, delete).
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Select the entity actions available to this operator role

Model Access Permissions View Add Edit Delete ™

ssScheduleWriteModelDaomain

| |

AuthorityCertificateWriteModelDomain O O O O
BiometricDeviceEntityDomain O O | O
BiometricDeviceModelModelDomain O O O O
BiometricDeviceProfileEntityDomain O O O O
BiometricDeviceStatusEntityDomain O O [l O
BTCommLogWriteModelDomain [ [ [l O
CardTemplateEntityDomain O O O O
ClientEntityDomain O O O O
ClientWriteModelDomain O O | O
ConfigurationEntityDomain |:| D D D
ConsumerRoleWriteModelDomain O O O O
Consumer\WriteModelDomain O O | O
ContactlessCardEncodingLog\WriteModelDomain [ O | O
DbDictionaryEntityDomain O O O O
DeviceDatabaseSynchronizationLogEntityDomain [ [ [l O
DuplicateBiometricWriteModelDomain [ [ [l O
EmailMessageStatusLogWriteModelDomain O O O O v

NOTEThisscreenallowsyouto restrictor grantoperatorsthe ability to import/ exportusers.

Screem ¢ ReportAccess

Selecthe reportsthis operatorrole will haveaccesgo.

Select the reports available to this operator role
Report Procuder Access Permissions Execute

AllactivityReportDomain

BiometricTerminalListReportDomain
EvacuationAssemblyPointReportDomain
InactivityReportDomain
MorphoAccessActivityReportDomain
OnsiteOffsiteReportDomain
OperatorListReportDomain
PermissibleDevice AccessReportDomain
PermissiblelUserAccessRepartDomain
TemplateDuplicationRepartDomain
UserActivityReportDomain
UserDuplicationReportDomain
UserListReportDaomain
UserPolicyActivityReportDomain
UserPolicyListReportDomain
UserPolicyMemberListReportDomain

goooooooooooogoaa
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Screerb ¢ Event Access Permissions
Selecthe events this operatorwill haveaccesso.

Select the events available to this operator role

Event Access Permissions Execute

BiometricTermin. sUpdatedEventDomain

TransactionLogaddedEventDomain
SynchronizationStatusUpdatedUpdatedEventDomain
TaskstatusChangedEventDomain
BiometricTerminalEntityOverallStatusChangedUpdatedEventDomain
TaskChangeEventDomain

BiometricDeviceChangeEventDomain

UserChangeEventDomain

WriteModelAddEditDeleteEventDomain
OnsiteOffsiteEntitylpdatedEventDomain

ooooOooooo
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Screerb ¢ UserlnterfaceAccessSet
Selecthe userinterfaceelementsthis operatorwill haveaccesgo.

Select the user interface elements available to this operator role

User Interface Guide Access Permissions Display ™

Access Schedules Export

Access Schedules Import
Administration

BioBridge Enrolment Client

Biometric Device Configuration Export
Biometric Device Configuration Import
Biometric Identification Management
Key Policy Export

Key Policy Import

Onsite /Offsite Monitor

Report

Transaction Logs Monitor

User Authentication Mode Expart
User Authentication Mode Impart
User Export

User Import

User Management

ooboooooooooooogoaa

Wiegand Profiles Export
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Notifications

Settingup a Notificationeventwill allow specificnotificationsto be sentwhena certainconditionis
met. For example, a notification when a biometric device has gone offline.

Notificationswill only be emailedif the Gatewaysectionof SystemConfiguratioris correctl

set.

CreateanewNotification

Screerll ¢ Details

=i Operator

[ 1 J Key Policy

Biometric Device
Configuration

@ Biometric device
Wiegand Profiles

£{) User Configuration
) Access Schedules

w User Distribution
: Group

' User Authentication
4 Mode

&/ Operator Role
‘ Notifications
-_ Clients

[C] Scheduled Reports

Ll

Enter details for this Notification
Mame: |Termina| Offling| |
Description: | |
Trigger type: Device offline hd
Delay notifications by: 1 % (Heartbeats)
Motify when online: O
Back Next b Finish  (2) Cancel @

Name:

Description:

Triggertype:

Delay notifications by:

Notify whenonline:

Nameof the Notification.

Descriptioroftheb 2 G A ¥ ApQrpoSer 2 y Q &

Determineswvhat eventwill triggerthe Notification.

Thenumberof missedheartbeatsbeforetriggeringthe notification. E.g.when
this is set to 10, an offline notification will only be sent after 10 heartbeats

TIAESRO® ¢KA& 2LIA2Yy Aa 2yte F@rAfrotS 7

Senda notificationwhenterminalsin this notificationgroupare backonline
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Screer? ¢ SelecBiometricDevices

Select Biometric Devices

[ Select Al Clear Al |y Filter

Name Description Location Model

W ma 500 Front Door Building A MAS500
O Sigma Prox Building B front door MA SIGMA Prox
) Back Next ) Finish (2 Cancel @

Selecthe BiometricDeviceghat will be monitoredfor the triggertype selectedon Screerl. TheFilter
option in the toolbar can be used to narrow down the devices which appear on the list.

ScreerB ¢ EmailList

Email List

Email Subject: Efﬁine

Notification Email List

Edit Delete

Email Address

dw@outlook.com
0G@gmail.com

1) Back Next D Finish () Cancel @

TheEmailList screemwill allow for configuringwhat the emailssubjectline will be andto whomit will be
sent. Email addresses can be Added, Edited, and Deleted. At least one recipient must be present to click
Finish
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Clients

Clientsare computersthat havethe MorphoManageiClientsoftwareinstalledandcommunicatewith a
MorphoManager server.

Screerll ¢ Enterthe detailsfor this Client

Name: Nameof the computerthe clientisinstalledon.
Description:  Adescriptionof the purposeof the client.
Location: Thephysicalocationof the clientcomputer.

Editing Clients

Enter the details for this client

Name: |DE5KTOP| |

Description: | |

Location: | |

Back Next ", Finish  (2) Cancel @
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Screer? ¢ Selecthe tabsdisplayedn this Client
Selecthe tabsthat are displayedon this client. MorphoManagemwill needto be closedandrestarted
for the changes to take effect.

Editing Clients

Select the tabs displayed on this Client

Tab Mame ‘
Administration
User Management
Reports
Access Logs
Onsite/Offsite O
Biometric Identification

m Changing the visibility of tabs requires a logout/restart of MorphoManager
4 Back Next ", Finish (2 Cancel @
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ScreerB - Camera&Configuration

Setupthe camerathat is connectedto this client. If the camerais configuredhere,then the settingsare

GAaAOES AY G/ LId2NB t K2G2¢ Ay GKS ! aSNJalyl3asSySyi
/| 2y FAIAZNBR Ay a4/ | LIidz2NB t K232¢ Ay GKS 'aSN)alyl3asSy
Configuration of the Client.

Editing Clients

Configure Camera for this client

Camera: Mo Camera hl

4 Back Next D Finish (2 Cancel @
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Screerd ¢ KeyPolicy

If the Clientisaimedat encodingcontactlesscards,the KeyPolicyisto be selected (pleasesferto the
dedicated section for details about the Keglicy).

Editing Clients

Configure key policy for this client

Key Policy: Default

4] Back Next b Finish (2 Cancel @

Screerb - EnrolimentDevices

Selectthe EnrolimentDevices/ouwishto usein MorphoManagerduringUserenroliment. Formajority
of terminals, you can choose between:

- AnyBiometricDevice MorphoManagemwill selectthe first terminaldetectedon your system.

- SelectedBiometricDevice:Youchoosenow which BiometricDevicewill be usedfor all the
enrollment on this Client.

- BiometricDeviceselectedduringenroliment:the BiometricDevicewill be chosenby the
Operator during the process of User Enrollment.

Pagell3



MorphoManageUserManual

Editing Clients

Enrollment devices

Smartcard Encoding v
Face Enrollment v
Contactless Enrollment

Contact Enrollment

3D Face Enrollment (Legacy) v

4 Back Mext Finish (2 Cancel

Ed

g Clients

Enrolliment devices

Smartcard Encoding ~

Smartcard encoding: Any USE card reader ~

Smartcard encoding PC/SC device:

Smartcard encoding biometric device: Search
Face Enrollment ~
Face enrollment: VisionPass selected during enrolment ~

Face biometric device: Search
Contactless Enrollment ~

£\, For best quality enrollment, MorphoWave Compact/XP is recommended.

Contactless Finger enrollment: Any MorphoWave Desktop (USE) h

Contactless Finger biometric device: Search

Contact Enrollment ~

Contact Finger enrallment: Any MorphoSmart ~

Contact Finger biometric device: | Search

3D Face Enrollment (Legacy) s

3D Face enrollment Jegacy): Mone =

3D Face biometric device {legacy): Search

) Back Next Finish @ Cancel
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TheSIGMAdevice must be accessible from the MorphoManager Client for the purpog
contactenrollments. The MorphoManagélient will make a connection directty the
deviceandwill not route the traffic throughthe MorphoManageiServer.

Forcontactlessnrollments it requires théiometricdevice to be accessible from the
MorphoManagerServer. TheMorphoManagerServewill makea connectiondirectly to
the device and will not route the traffic through the MorphoManager Client.

For contactless enrollment&nrollment can be done either using MorphoWave SP or
MorphoWaveXP/XP droducts,however,it isrecommendedo useXP/XP productto
maximize theperformancesMoreoverthis levelof interoperabilitybetween XP/XP 2
(enrollment)and SP (verification) is met only if the enrolment has been done using a
MorphoWave XP/XP 2 firmware later than version 1.5.0, and with pklite templates.

Fingerscan accessory for VisionPass SP cannot be used as an enroliment device
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ScheduledReports
Scheduledeportsenablethe periodicgenerationanddeliveryof reportsbasedon a predefinedset of
criteria.

created.

@ SMTRSettingamustbe configuredin systemconfigurationbeforea scheduledeport canbe

To add a new scheduled report, click #ed button.
Fillin the detailsfor the scheduledeport andclickNext.

Enter Details

Mame:

0

Description:

Schedule: Monthly i

Scheduled Time of Day: 7:00:00 PM s
Scheduled Start Date:

Mo End Date: O

Scheduled End Date:

Selecthe format of the scheduledeport. Optionsare pdf, word document,or excelspreadsheet.

Setup Report

Report Format: | Pdf -
Report: All Activity Report ~
Report Input
Fram Scheduled Time Offset: 7 = Days 0 % Hours |0 = Minutes
To Scheduled Time Offset: 0 = Days 0 %4 Hours |0 = Minutes

Report Columns

Selectthe type of report that will be generatedand enter the detailsfor that report type. Thescheduled
report will use thosedetails each time it automatically generates a scheduled re@wine report types
allowfor anoffsetto be entered. Thisallowsreportsto be generatedfor a specificdate rangerelativeto
the current date e.g. A report can be setrt;m every week for the last seven days.
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ClickNextto goto the nextpagewhenthe detailsare correct.

Setup Email Details

Email Subject:

Email Body:

Email Recipients

Email Address

Email Address: |best@Test.c0m

‘ez Add Email Address | Change Selected Email Address Remove Selected Email Address

Enterthe emailsubject,bodyof the emailandthe recipients.

To add a recipient, type the email address in the text box andAtidkEmail AddressTo edit an
existingemailaddressselectthe addresgo changetype in the newaddressandclickChangeSelected
Email AddressTo remove a recipient, select the email address and Riitkove Selected Email
Address Thisinformationwill be usedwheneverthis scheduledeport is generated ClickFinishto save
the scheduled report.

To change the details of the selected scheduled report, clidkditin the toolbar. To remove the
selectedscheduledeport, clickon Delete Togeneratethe selectedscheduledeport now insteadof
waiting for the predefined generation interval, click Ban Report Now
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CardTemplate

Acardtemplateisusedto print ID cardsfor enrolledpersonnel.
Screerl - Details

Enteranamefor the templateandselectthe layoutof the card.

Enter the details for this Card Template

Template Name: ||

Layout: (O Portrait (@ Landscape

|

Screer? - Design

Use this screen to design tiaeyout of the card. A region is an item that can be moved around and will

be replaced by the actual data when the card is printed (e.g. First Name). A background image can also

be added for logos or artwork that is required on the card. To edit a redick,an it or select it from

GKS fAald 0St26> FyR OKIFIy3dS GKS 2LJiA2ya dzaiy3a (GKS
right), font andtype canbe changedThesizeof the regioncanbe changedoy dragginghe boxeson the

edges of the regio. To change a background image region, select the region and.aidkikmageTo

remove a region, select it and cliblelete Region

Design the Card Template

&2 AddMNew Region « Type: Select Font Delets Region

< >

Region Name
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CardEncodind-og

Thisareais designedo store alogof all smartcardsencodedviaMorphoManagerlnformationwill
include the DatE€Time stamp, the Card Type, Serial Number, and username. The username will be
shown as Unknown if the user has been deleted from the system.

Card Encoding Log

(L]
Refresh
Date\Time Card Type Serial Number Name
8/5/2014 11:44:15 AM MIFARE Classic 4 0D121774 - w—
8/5/2014 11:36:34 AV MIFARE DESFire 8K 0421308 1332680 David West

EventLogs

Here you will find the history of internal actions performed by MorphoManager. A common error is a
failed attempt by MorphoManager to communicate with the Biometric Device. This situation will occur
if, for example there ismore than one BiometricDevice andall arein error ¢ this maywell point to the
network hub being switched off or if power to all Biometric Device has been interrupted.

ExceptiorLogs
Exceptioriogsstore messagethat are createdby MorphoManageiin the eventof aninternal action
not producing the expected results.

TheExportLogsand EmailLogsto Supporticonsprovidethe samefunctionality agpreviouslyoutlinedin
event logs.

SystentConfiguration
TimeandAttendance

Export Profiles

Access log exporter; MorphoManager Standard w

Access log exporter date time mode: MorphoAccess Local Time ~

Automatic Access Log Exporter

Automatic export: ] automatically export access log information

Export to directory: C:\Wsers\RuhannLabuschagne

Export filename: |transactinns.csv |

Export access log data every: &0 (minutes)

Export will start from: 1/1/2006 12:00:00 AM {last export occurred)
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Accesd ogExporter

Thesesettingare usedfor manualandautomaticaccessogexportingto a Payrollor Rosteringsoftware
package. You need to select the format you want the exported data to comply with. You may choose
from:

Comacc

Preceda

Timeminder

PowerForce

RosterOn

MY OEBEnterprise

MorphoManagerStandard*

Kronos

PayGlobal(EmployedD/WiegandUsercode)

SOdb

TimeAmerica.

ASTROW

TimeKeeper

MorphoManageiStandard*

=4 =4 =8 -8 -8 -8 8 _a_a_a_9_°a._°2_-°

**MorphoManager StandardExportFormat

TheMorphoManagerStandardformat will be exportedasa commaseparatedile (*.csv)with the
following layout:

Date& Time,DeviceExportValue EmployedD, FirstName,LastName, Tim&& AttendanceKey
e.g.
20171229152619,Fromdoor,0023,John,Doe,IN

@ Forlogsto showin the Time& Attendancereport, it isnecessaryo enablethe option -

Include in Time & Attendance Exporis the Biometric Device menu.

Automatic Accesd ogExporter

Clickonthe checkboxfor Automatic export accessog information. The file will be exported at the
interval specified aExportaccesdog data every.

Enterthe file nameanddestinationfor the file. Thedirectory MUSTexiston the servercomputer as the
FAES gAft 0SS al @SR (G2 GKS aSNIBSNRa KFINR RNAGSO®

If you change the default directory, please make sure MorphoMang&gwvice accouniser)will havewriting
access rights to this directory, for instance following the below procedure :
f Navigate tospecific directory > Right click on foldey R W2 LISy t NP LISNII A SaQ

Pagel20



MorphoManagetUserManual

o TaA QA 5/27/2024 5:06 PM File folder

. T&A Properties X

General  Sharng Security Previous Versions  Customize

-

TaA

Type File folder

Location:  C:\Users\G521509\OneDrive - myidemia’Desktop\l
Size: Obytes

Size ondisk:  0bytes

Cortains: 0 Files, 0 Folders

Created. Monday. May 27. 2024, 5:06:44 PM

Atibutes: @ Read-only (Oniy appiies to files in foider
(O Hidden Advanced

f Switch to Security tab arglick on Edit butto2 ¥  WDNR dzLJ 2 NJ dzaSNJ yI YSayYQ

" T&A Properties X

General Sharng Security Previous Versions Customize
Object name:  C:\Users\G52150%\One Drive - myidemia‘\Desktop®

Group or user names:

’l Everyone

S8 5YSTEM

& VERMA Meera (G521509@com idemia com)
88 Administrators (INNO1-3891"Administrators)

To change pemissions, click Edit.

Pemigsions for Everyone Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

White

For special permissions or advanced settings,
click Advanced

Advanced

1 Add related user account mapped with MorphoManager Service

Select Users or Groups *

Select this object type:

Users, Groups, or Builtin security principals Object Types...
From this location:

INNO1-9891 Locations...

Enter the object names to select (examples):

INNG1-9851\Mompho ManagerSve User Check Names
Advanced... oK Cancel
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1 ProvideModify/Write access rights to same user account.

Security
Object name:  C:\Users'G5215090neDrive - myidemia*Deskiop'

Group or user names:

SR Everyone

l MarphoManagerSve User (INNO1-3891 \MorphoManagerSw ..
SR SYSTEM

a VERMA Meera (G521509@cormp idemia.com)

SR Administrators {INNO1-9891% Administrators)

Add.. Remove
Pemissions for
MorphoManagerSve User Allow Deny
Full contral O O
oy @ O
Read & execute [+ O
List folder contents [+ O
Read [+ O

1 Click on Apply and Ok button fproviding the access rights.
Communications Engine

Communications Engine Settings

MASG User Batch Size: 1000
Maximum number of threads for user preparation: 500
Disable device events and error logging: 2

System Event Log

Write information to the system event log: O

Write warnings to the system event log:

Write errors to the system event log:

Realtime Access Log Recording Settings

Server Listening IP Address:

Server Listening Port Number: 11020 K

MorphoAccess Notification Timeout: 5000 (milliseconds)

Enable Realtime Access Log Relay O

1 Host Port
Add Peer Remove

MA5GUserBatchSize: Setsthe batchsizeof usersto be sentto adevice.
Maximum rumber of threads for
user preparation Reserved for Idemia Support
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System Event Log:

Selecthe typesof informationto write to the system
event log.

RealtimeAccesd ogRecordingSettings*: Thesesettingsareto be configuredto usethe Realtime

Systent-unctionality

Accesdogsfor aBiometricDevice.
*The port usedasthe serverlisteningport will needto
be opened in your firewall settings

System Configuration

Card Template Management

Time & Attendance Communications Engine

Finger Template Capture Options Display Options MorphoWWave Duplication Control

System Management Gateways BioBridge Privacy Mode

Default Tab
Home ~
Default User Configuration

Mone w

Mone w
Default Wiegand Profile

Mone w

Mane ~
Default Key Policy

MNone ~
User Management

Mumber of users per page: |25

System Reporting

Send error and usage statistics

User Onsite /Offsite

Device for Photo Conversion

Mone w

Default Biometric Device Configuration

Default User Authentication Mode

User Onsite/Offsite update status enabled will automatically set users Onsite or Offsite when transaction logs are retrieved
[ User Onsite/Offsite update status enabled

4k

) Save o) Cancel

Default Tab

Thisdefinesthe tab selectedby defaultwhenMorphoManageirstarts.

DefaultUserConfiguration

Thisdefinesthe UserConfiguratiorthat will be usedasdefaultwhencreatingauserto the system.

Default Biometric DeviceConfiguration
Thisdefinesthe BiometricDeviceConfiguratiorthat will be usedasdefaultwhenaddinga Biometric
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Device to the system.

Default WiegandProfile
Thisdefinesthe WiegandProfilethat will be used aslefaultwhenaddinga UserConfiguratiorand
Biometric Device Configuration to tlsgstem.

Default UserAuthentication Mode
Thisdefinesthe UserAuthenticationProfilethat will be usedasdefaultwhenaddinga User
Configuration to the system.

DefaultKeyPolicy
Thisdefinesthe KeyPolicythat will be usedasdefaultwhenaddinga BiometricDeviceConfiguratiorto
the system.

UserManagement

Thisallowsyouto control how manyuserson one pagevill appearon your UserManagement

screen By default, the value of this field will be 25 (which is the minimum value) and its maximum value
will be 250.

UserOnsite/Offsite

This will be turned off by default. When turned on Biometric Devices that are set to use their
Onsite/Offsite functionality will set the users to either Onsite or Offsite in the Onsite/Offsite section of
MorphoManager. The users Onsite or Offsite statusé®rded during the Get Logs task. If this is left
disabled no recordingof Onsite/Offsitechangeis populatedin the Onsite/Offsitesectionduringthe Get
Logs.

SystenManagement

Log Management

Maximum system error logs: ISOO I
Maximum system event logs: ISOO l
Maximum access logs: l 10000 l
Maximum access log age (Days): l 1095 ‘

Disabled User Management

Users that are disabled through User Management and through a configured BioBridge system will follow the selected rule.

(O Never Delete
(O Delete Immediately
(® Delete After: S0 s (days)

LogManagement

Thesesettingsarein placeto preventanylogfilesfrom becomingunmanageabl@ueto their size.The
above values are the default values. When the log count reaches tadises, the oldest logs are
deleted until they are within the values specified.
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DisabledUserManagement

Userswho aredisabledin UserManagementill be governedby the followingoptions:

NeverDelete:

Deletelmmediately:

DeleteAfter:

Gateways

Thisisthe systemdefault. Userswho are disabledwill neverbe deleted
from MorphoManager.

Userawill be deletedimmediatelyfrom MorphoManagemwhen
disabled.

Userswill be deletedfrom MorphoManagerafter the assignecamount
of daysetherewhendisabled.

Gateway Settings - Email
SMTP Server Hosthame:

SMTF Port Mumber:
SMTP Server Authentication:
SMTF Username:

SMTP Password:

SMTP Reguires S5L:

From Email Address:

Reply To Email Address:

25

Server Requires Authentication

Reset Password

Server reguires S50

TheGatewaysettingsare usedto receiveemailsfor ScheduledReports. Thesesettingsare specificto the

Mail server. For further assistance, to configure the gateway settings, please refer to your IT support.

Automatic Certificate BindingMode.

BioBridge

Completelyoptional, BioBridgeallowsyouto extractuserdatafrom compatiblethird-party systems.

' 5 SNX I NEB dzLJA y 3 )
configurations for the respective thidJ- Ni@¢ aeéadSyo , 2dz OFy aSid aNMzZ S

between both parties.

LYF2NYEGA2ZY OFy 0S5 6adyOSRé o8
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System Configuration

Time & Attendance Communications Engine  System Functionality ~System Management Gateways Connector Service BioBridge  Privacy Mode Marpho Tablet  Password R

MorphoManager BioBridge Settings
System:

Wiegand Profile:

Grouping Mode:

Enable Forced User Policy:

User Synchronization Start Time:
User Synchronization End Time:

Delay Between Each User Synchronization {ms):

User Cache Schedule:

User Distribution Group Mappings:

Access Groups

System

Allow User Sync While User Cache Is Refreshing:

None

Enabled
Default
00:00
23:59
50

Enabled

Sunday

0:00
6:00
12:00
18:00

Monday

100
7:00
13:00
19:00

Tuesday

2:00
8:00
14:00
20:00

Configure connection

3:00
9:00
15:00
21:00

Wednezday

400
10:00
16:00
22:00

Thursday Friday Saturday
500
11:00
17:00
23:00

User Distribution Group

ChoosgyourBioBridgecompatiblesystemfrom the drop-downmenu.

Configureconnection

Connectiorcredentialdor the third-party software.

-
BicBridge | S5 Connection

=)

Logon details

Please enter the | &

“ logon credentials below.

Server: h0.10.6.88
I Username: -
Password: LI

Ok

] [ Cancel
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WiegandProfile

Most (but not all) BioBridge compatible systems use a specific Wiegand format to identify
users/cardholdersThiscanbe specifiedon CardsCardTypesor canbe specifiedasaé 2 A S3 I y R
C2NXI (¢ o t fWikgarf fodmstins<® fromitHé Bregown menu.

GroupingMode

Thissettingdetermineshow MorphoManagershouldmap BioBridgeusersinto MorphoManagetJser
Distribution Groups. This can be done by either automatically trying to map based on the names
(Automatic), or by manually selecting which BioBridge Access Level maps to which MorphoManager
User Distribution Group.

EnableForcedUserConfiguration

By activating this feature, you can select a User Configuration from thedirop menu. The 'S party

userwill automaticallybe placedin thisUserConfigurationduringthe enrolimentprocessstartedin the

A2, . NAR3IS 9YyNRitYSyd /ftASYylod ¢KS | AaSNI /2y FAIdzNT (A
policy.

UserSynchronizatiorStart Timeand EndTime
Theusersynchronizatiorenginewill only be permitted to runin thistime frame.

DelaybetweenEachUserSynchronization

Thedurationthat the UserSynchronizatiofenginewill sleepbetweeneachusersync.Increasehe delay
time to use less system resources, but this will also extend the time it takes for all the users to be
updated.

Allow UserSyncWhile UserCacheds Refreshing
When enabled, the User Synchronization engine will run in parallel to the User Cache Refresh. This is
verytaxingon systemresourceslt isrecommendedo disablethis settingwhenusinglargedatabases.

UserCacheRefreshSchedule
Thespecifiedimeswhenthe usercacherefreshmaystart. Theidealschedulewouldbe 24/7, but thisis
not always possible with large databases.

@ User Cach&efreshSchedule need to be selected on hourly basis in case when syste

selected as CCURE

UserDistribution GroupMappings

Displays and allows for modification of how the BioBridge groups map to MorphoManager User
Distribution Groups (if using Manual Grouping Mode). If no MorphoManager User Distribution Group is
selectedfor a BioBridgeGrouping thoseuserswill not be availablefor enrollmentinto MorphoManager.

@ Forvendorspecificdetails,pleaserefer to the separateBioBridgeQuickStartGuide

manuals.
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PrivacyMode

This mode will allow customers to enroll cardly users (i.e. Cardnly, Card + PIN, Card + Fingerprints,
Card + Fingerprints + PIN) without saving their details to the MorphoManager database. This mode will
applyto all UserPoliciesandwill only applyto new enrolments.Userswho are enrolledin this modewiill

not appear in User Management. Additionally, if Privacy Mode is enabled log retrieval will be disabled.

System Configuration

Time & Attendance Wiegand Profile Contactless Keys Communications Engine System Functionality

Automatic Log Management Gateways Connector Service BioBridge Privacy Maode

Privacy Mode

Enabling privacy mode will switch the software to only allow encoded card users. Mo database storage will be used for users, logs, etc.

[] Enable Privacy Mode

@ PrivacyMode is not compatiblewith multiple userimport.

CardTemplateManagement
Thispageallowssettingof cardtemplate encodingpriority andallowsthe enablingof duressfingerto
be encoded on cards for the MA Sigma family of devices.

Card Encoding Template Management

These options will allow for 2 (or 3 w/Duress) contact templates to be encoded to the card.
Enable Contact Fingerprint Encoding

[ ] Encode duress finger to card (MA Sigma family devices only)

Choose one of the following options to determine which captured template format will be encoded to a contactess card.
To unlodk Standard Template, please complete the challenge code process in the Finger Template Capture Options tab.
Standard Templates wil be induded in the other options when unlodked.

(®) Fingerprint Templates () Fingervein Templates Standard Templates

Contactless Template Management

Select the number of contactess fingerprints to encode

Disabled ~ | Disable the ability to encode contactless templates to card

Face Template Management

These options will allow face templates to be encoded to the card.

[ ] Enable face template encoding
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EnableContactFingerprintEncoding
Whendisabledthe systemwill not encodefingerprinttemplatesto smartcards.

Encodeaduressfingerto card
Whenenabled the systemwill encodeathird fingerprint, the duressfinger,to the card,if it isenrolled.
Only the Sigma family devices support a dufesger.

Cardencodingtemplate priority

tKAad aSOUA2Yy RSUSNNAYSa 6KAOK GSYLXFGS GeLsa G2 S
¢CSYLX FGSaé¢ FtyR (KA&a gAff LINPGARS (GKS 2LJiAYdzy LISNF
G C A yein® 18JY LIt tadioBuittén to ensurethat the FVPtemplatesget encodedto the card. Thelast
2LIA2Y S a{dFyYRIFINR ¢SYLX I GSaé¢z A& 2yfé F2N I ROl yOS
the Finger Template Capture options tab.

Number of contactlessfingerprintsto encode
Determineshow manyfingerprints,overall,will be encodedo the card.
1 DisabledContactles$ingerprintswill not be encodedo cards
1 2Fingersonefingerperhandwill be encodedto the card.|f the userhasjustonehand
enrolled, two fingers from the one hand will be encoded to the card.
1 4 Fingersfour fingersfrom one handwill be encoded Righthandisthe preferredhand.
1 8Fingersfourfingersperhandwill be encodedto the card

AVERIHKcenseonthe MorphoManagerclientisrequiredto encodecontactless fingerprintg

to a smartcard

BiometricTemplateCapture

Pagel29



MorphoManageUserManual

Computer Finger Template Coding Options

Marpho PKFYP autodetect:
Morpho PKFYP required: D
Marpho PkCompV2 reguired:
Marpho PKMAT required: O
Morpho PkLite required:
Marpho CFV required:

VisionPass Range

Allow to use VisionPass SP with enrollments done on VisionPass
(please check VisionPass firmware compatibility)

Face V3 from VisionPass: [

ANSI/TS0 Template Unlock Code
Please contact Idemia support with your challenge code to unlodk.,

Your challenge code: 7958 0320

Response code: | |

Device Template Coding Options

Template Format: |M0r|:uh0 PkFVP or Maorpho PkComp + |

General Options

Allow juvenille template coding: L]
Force Device Template coding: d
Store Bitmap image: D

Store W5Q image: |Disahled w |

Contactless Template Capture Options

Quality threshold: |5tandard v |

Unlock

ComputerFingerTemplateCodingOptions: Configureghe template formatsthat will be coded

whenan enrollment is performed using MorphoKit.

VisionPass Rang&nables generation af3templateformat from the VisionPass devideiring
enrollment if firmware allowsRequires extra time for enrollment.

ANSI/ISQemplate Unlockcode: If youwishto useANSbr ISCtemplates,youneedto contact Morpho

Support to unlock these template types

DeviceTemplateCodingOptions:configureghe (singletemplate format that will be codedwhenan

enrollment is performed using MorphoSmart.

Allow juveniletemplate coding:Usedwhencapturingfingerprintsof ayoungperson
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ForceDeviceTemplatecoding: Thisoption will overrideanylicensepresentandusethe configuration
F2NJ a5SPA0S ¢SYLX FGS /2RAY3I hLliAzyas

StoreWSQimage: Storesthe WSQmageof the fingerprintin case it was captured from a M&GEB enrollment
device Alicenseisrequiredfor thisoption.

DisplayOptions
User Wizard Display Options
Display Mandatary DisplayMame

I User defined fisld 1
O
O Ll
O L
O Ll
O L
O Ll
[l Ll
O L
[ L]

Selecting to display user defined fields will show another page in the user wizard that collects the
informationassetin thesefields.Selecthe fieldsto display,if informationis mandatory,andassign
names for the fields.

MorphoWave

System Configuration

Time & Attendance  Communications Engine System Functionality System Management Gateways Connector Service BioBridge
Privacy Mode MorphoTablet Card Template Management ~ Finger Template Capture Options  Display Options ;| MorphoWave | puplication Conral

MorphoWave Desktop Unlock Code

Your challenge code is 0417 1132

Marpho response code: Unlodk

MorphoWave Desktop Enrollment Method

To use the Enhanced MorphoWave Desktop enrollment requires unlodking. Please contact Idemia support with your challenge code to unlodk,

Enrollment Method: Enrollment 1

MorphoWave Unlock

ThereisanalternativeWaveDesktopEnrollmentavailablethat maybe usedin advancedcasesPlease
contact Morpho support to unlock Enroliment 2 for MorphoWave Desktop.

UserManagement

Thissettingcanonly be unlockedwith anunlockcodeobtainedfrom Morpho support.
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DuplicationControl

uuuuuuuuu e T T e e

Finger Template Capture Options Display Options MorphoWave Duplication Contral

1D Duplication

Check if user's ID is unigue:
Allow duplicate IDs:
User Fingerprint Duplication

Prevent duplicate fingerprints within a user record:
Prevent duplicate fingerprints between user records: O

System Fingerprint Duplication
The system-wide duplication chedk will run according to the defined schedule. The results of this check can be
viewed in the Fingerprint Biometric Duplicate Report.

Scheduled Time: 01:00 =

Scheduled Day: Sunday [ Monday [ Tuesday [ ] Wednesday
[ Thursday [ Friday [ saturday

Run fingerprint duplication check

ID Duplication

Checkf dz& SINEL@ique
Duringuseraddandedit, the currentdza SIDMMDe checkedagainsthe existingdatabaseof usersto
determineif this currentuserhasa uniquelD. Thisoption is disabledby default.

Allow userswith duplicatelDs

This is aub-setting of Unique User ID Check. When enabled, the operator will be presented with a
warningthat aduplicatelDwasdetected.Theoperator maycontinuewith this duplicatelD or amend

the ID before continuing the enrollment process for the user.

Whendisabledthe operatorwill be presentedwith apop-up messagehat a duplicatelD hasbeen
detected. Only once the duplicate ID has been resolved will it be possible to save the user.

when determining if the ID is unique. E.g. ID 001 is not the same as ID 0001.
Excludindeadingzeroesin the WiegandDfieldsis bestpractice.

@ Leadingzeroesare significantand MorphoManagettakesleadingzeroesinto account

UserFingerprintDuplication

Topreventanoperatorfrom enrollingduplicatefingerprintswhenusersare addedto the system.

@ AnIDENTandVERIKcenseonthe MorphoManagerserver,isrequiredto prevent

duplicate fingerprints between user records.
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Preventduplicatefingerprintswithin auserrecord

During user enrollment a verification will be performed to verify the presented fingerprint is only
enrolledonce.Thissettingonly checkdor duplicateswithin adza SoMd@xécordduringthe enrollment
process.

@ AVERIHKcenseonthe MorphoManagerclientisrequiredto preventduplicate fingerprintg

within a user record

Preventduplicate fingerprints between userrecords

After saving a user enrollment, the fingerprint uniqueness is determined against existing users in the
MorphoManagematabaseThissettingwill preventenrollinga usermorethanonce.Thisfunctionality
works in conjunction with the matchesettings.

It isimportantto note that this checkcanonly occurwhenthe matcherstatusisd wS I R& £ @

Onlynewtemplate enrolimentswill be checkedor duplicates Editinga user,without changinghe
templates, will not be checked for duplicatagainst the database.

@ AnIDENTand VERIficenseonthe MorphoManagerserver,isrequiredto prevent

duplicate fingerprints between user records

SystemFingerprintDuplication

Asystemwide fingerprintduplicatesearchwill occurbasedon the scheduledefinedin this section.This
searchcollectsand storesthe resultsto viewin areport. Thesearchcanbe CPUntensive thereforethe
search should be scheduled during-péak times.

Thesystemwide fingerprint duplicatesearchdetailscanbe viewedin the Matcher Settings.

Results of the search can be viewed in the Fingerprint Duplicate Report.

@ AnIDENTand VERIficenseonthe MorphoManagerserver,isrequiredto run the matche
(duplicate search).

@ De-duplicationwith facetemplatesisnot available.

Runfingerprint duplicationcheck

Thisbutton will launchthe systemwide duplicatefingerprintsearch Thebutton is only enabledwhen
the matcherstatusisd w S | Fhsseatrhmaytake manyhoursbeforethe resultscanbe viewedin the
Duplicatefingerprint report.
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Finger Template Capture Options Display Options MorphoWave Duplication Contral

System Fingerprint Duplication

The system-wide duplication chedk will run according to the defined schedule. The results of this chedt can be
viewed in the Fingerprint Biometric Duplicate Report.

Scheduled Time:
Scheduled Day: Sunday [ Monday ] Tuesday [ wednesday

[ Thursday [ Friday [ saturday

Run fingerprint duplication check

Matcher Settings and Information

Identification threshold: 3500 =
Current matcher status: InadequateLicense
Last execution date/time: Never

Last execution status:

Matchersettingsandinformation

MorphoManagerunsamatchingengineto determineif fingerprintsare uniqueandto searchfor
duplicates in the database.

Identification threshold
Ahighersettingtranslatesto more minutiae pointsthat needto matchbefore aduplicatecanbe

confirmed. A higher setting may lead to less duplicates being detected and potentially not find
duplicates that do exist

A lower setting translates to less minutiae points that need to match before a duplicate can be
confirmed.Alower settingmayleadto more duplicatesbeingdetectedand potentially falselyflagtwo
fingerprints as duplicates.

Currentmatcherstatus
TheCurrentstatusof the matcher.

1 Initializing: Thematcherisstartingup

1 Available:Thematcherhascompletedits lastsystemwide searchandisreadyto run again.This
also means the matcher is ready to be used for the duplicate detection between user records.

1 RunningReport:Asystemwide duplicatesearchis currentlyprocessing

Unknown:Thestatusof the matcheris not known

1 Inadequatelicense:AnIDENTicensehasnot beendetectedonthe MorphoManagerserver.

Lastexecutiondate/time
Thelasttime the systemwide searchstarted.

Lastexecutionstatus
Thestatusof the lastsystemwide duplicatesearch.
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Password Rules

System configuration

Time & Attendance = Communications Engine System Functionality System Management Gateways BioBridge Privacy Mode
Card Template Management Biometric Template Capture Display Options MorphoWave Duplication Control :

Rules for Administrators
Validity period: 12 a | (months)

Length: 13 (characters)

4

Rules for Non Administrators Rules

Validity period: 24 2 (months)
Length: 9 a (characters)
Rules for all operators

Notification period before expiry: 4 2 (weeks)
Number of failed attempts before unavailability: [g .

Unavailability period after failed attempts: 3 a (minutes)

Rules for Administrators

These settings are in place to configure rules for administrator accowiitis respect to password
validity and length.

Password validityangefrom 1 month to 36 months. The default valaépassword validity is 12
months

Password length rangeom 9 to 256 charactersThe default value of password lengtil&characters

Rules for Non Administrators

These settings are in place to configure rules for-administrator accounts with respect to password
validity and length.

Password validity range from 1 month to 36 months. The default value of password validity is 24
months.

Password length range from 9 to 256 characters. The default value of password length is 9 characters.

Rules for all operators
These settings are in place to configugenericrules for all operators with respect to
1 Notification period before expiryConfiguration for pssword renewal notificatiarRange from
1 week to 3 months (default value will be 4 weeks)
1 Number of failed attempts before unavailabilit¢ onfiguration fomumber offailed attempts
before account lockedRange from 1 to 10 (default will be 5)
1 Unavailability period after failed attempt<onfiguration fosetting timeperiod for which
accountwill beunavailable Range from 3 to 15 minutes (default will be 3 min)
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@ The password must contain Uppercases, Lowercases, Numbers and Symbols. User

cannot beused as a password.

Password Renewal
All MorphoManager operators shall be required to change their password after a certain period of
time which can be configured with the help\adlidity period.For this purpose, they will be prompted
with a renewal notification.

If the password is not renewed one week after the expiration, the account is disabled and shall be re
enabled by an administrator.

Note: passwords can be renewed or reset (by and administrator) at any time.

From version 16.5,ddlow mentionedadditionalmessages will bdisplayed in case of :
9 Inactive account Your account is inactive, please contact administrator or sup

team.
@ f Enteredncorrectpasswordy Ly @l f AR LI dag2NRZ Y.
f Lockedaccourt , 2dzNJ | OO2dzy i A& dAgdseaih I 0 f
f Automatic Logiy 52y Qi F2NHBSG (G2 dzLJRFGS (K
tool for automatic login
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UserManagement

Usersare peoplewho will havetheir biometricdata (or minutia) sentto the selectedBiometricDevice
for identification purposes for either access control or time and attendance. Select the user
management tab to access this area.

MorphoManager supports up tb00,000 users

25 usersare displayed by default in the User Managemiksit To increase this default
value up to 250, please change the configuratio®Bystem Configuration > SystemJser
Management

ﬂ Home i Administration {Eh User Management & Biometric Identification | ite [ Offsite a Transaction Logs a Reports

User Management

D Add [%Edit > Delete 13 Refresh - Encode card % Delete encoding ¢/ Enable Print ID Card Verification |l Export < Import -
First Mame Last MName Employee ID "

First_000027 Last_000027 SY52009

First_000028 Last_000028 SY52009

First_000029 Last_000029 SY52009

First_000031 Last_000031 SY52009

First_000033 Last_000033 SYS52009

First_000034 Last_000034 SY52009

First_000035 Last_000035 SY52009

First_000038 Last_000036 SY52009 v
Details Logs Biometrics Hide details

First_000028 Last_000028

Date of birth: 3/8/2023
h ‘ Selected Authentication: Biometric {1:Many)
n User configuration: Default
Disabled: Yes

No Image AVallable 10/16/2023 1:10:20 FM

System Administrator

UserDetails
Informationaboutadza SINdRIS | ogsandBiometricss availablewhenauseris highlightedin the list
of users.

Details:
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Details Logs Biometrics
Ivan West
Date of Birth: 8/28/1966
“ Selected Authentication: Biometric {1:Many)
User Policy: Default
Disabled: Mo
Mo Image Available

= ExportPhoto i, Add Photo

If auserhasbeenDisabledtheir disableddate andthe Operatorwho disabled thenwill appearon the

Details tab.
Logs:

Details Logs Biometrics Hide Details

Accessed On w MarphoAccess Key

11/3/2015 1:13:34PM Sigma Prox
11/3/2015 1:13:30 PM MA 500 No key

Biometrics:
Details | Logs Biometrics Hide Details
Biometric Type Format Quality Capture Date/Time Coding Device A
Left index finger Morpho PCOMPv2 5 11/3/2015 1:07:30 PM
Leftindex finger Morpho PKMAT 96 11/3/2015 1:07:30 PM PC M50300
Left index finger Morpho CFV 96 11f3/2015 1:07:30 PM PC MS0300
Left index finger Morpho Pkl ite 96 11f3/2015 1:07:30 PM PC MS0300
Leftindex finger ANSI 378 96 11f3/2015 1:07:30 PM PC MS0300
Left index finger ISO 19794 FMR. 96 11f3/2015 1:07:30 PM PC MS0300
Leftindex finger IS0 19794 FMC {Compact) 95 11/3/2015 1:07:30 PM PC Ms0300
Left index finger IS0 19794 FMC 96 11/3/2015 1:07:30 PM PC M50300 &
| Impart Finger ” Import Hand | | Expart |

Thetemplatescapturedfor the userwill be shown.Templatedor the usercanbe Exportedand

Imported from this screen.
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Creatiomandenrolimentof aUser
Tocreateanewuser,selectthe clickthe Add button on the Toolbar.Thiswill displaythe UserWizard.

Screerll ¢ UserDetails
Enterthe detailsfor the newuser.

Adding User

:::rb ‘Zz‘nﬁgurahun‘ fau\t ~
Date of Birth: I:l Use Mfdfyyyy eg. 3/24/1986.
Back Next Finish Cancel @

UserConfiguration: Selecthe UserConfiguratiorthat this userwill belongto. Thisisan
important selection,asthe policywill determineBiometricDevice
access and other access control and time & attendance settings.

FirstName: I & SfixsEName(Required)

Middle Name I & SNidalié Name

LastName I & SINgName(Required)

Date of Birth Enter the date of birth of theiser. This can be entered in several

different ways.E.g.30" May 1975couldbe enteredin the following
ways 30/5/75, 366-75, 30 May 1975, 30 5 1975.
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Screer? ¢ AdditionalDetails

Enter additional details for this user

Job tite:
Employee ID:
Biometric device display name: David West
Comments:
Morphosccess Database: 0 (Default) | (Only applicable for MA 500 with Xtended Licenses)
JobTitle: Thedza SjobXia.
EmployeelD: A companyspecificcodethat maybe assignedo auser.If usedfor

G¢AYS YR ! GGSYRIyOS¢s GKAA TFTASER
number from the Payroll or Rostering software.

BiometricDeviceDisplayName  Theinformationdisplayeduponacceptancéythe BiometricDevice
anddefaultsto the Firstandlastnameof the user.

Comments Anyadditionalinformationthat isrelevantto that person.
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ScreerB ¢ ContactDetails

Enter contact details for this user

I ) Back H Next ,, | Finish ) Cancel &

This page and the User Defined Fields page to follow are?bhlygi A 6 £ S A F a5A&aLX & 9EGS

ConfiguratiorR S (i hdsbe&nienabledon the selectedUserConfigurationlf so,enter the detailsfor
the selected user.

Screert ¢ UserDefinedFields

Enter custom details for this User

Department: | ‘

Field2: | |

Thesdieldsare setin SystemConfiguration>Displa@ptions.Upto ten fieldscanbe namedandsetas
mandatory.

Screerb ¢ WiegandvalueqIf aWiegandProfileis set)

Wiegand Values

User ID 0 Randomize

The User ID can be put in manually or by utilizing the Randomize button. This screen is only available if
you have changed the Us€onfiguration to have a Wiegand Profile set, rather than leaving the default
settingof & ! dzii 2 Y lgénéradddrainticdn646 A Additiwnally,a ReadCardSerialNumberbutton will

be present if you utilize one of the Wiegand Profiles referencing Card Serial Numbers.
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Screert ¢ UserDistributionGroups

If your UserConfigurationis a PerUseraccessnode,youwill be ableto selectthe groupof biometric

devices you want to place the user on.

Adding User

Select the User Distribution Groups for this user

(8] select Al B Clear Al Filter:

Group Description
MA Sigmas Building 2
] mave Building 5

Screerv ¢ PhotoCapture

Capture Photo

Click capture photo

Capture Photo

o
Person not
at Camera

& Accept Changes

Position theperson in front of a plain background so that all their face is visible in the picture, like a
passportphoto. Oncethe useris positionedcorrectlyclick CapturePhoto. Clickon the imagein the top

left corner and drag towards the bottom right drawing a square around the part of the photo to keep.
This can be done many times until the correct area is selected. ACiept Change® accept the

changes if no camera is connected just dNelxt.

If the personis not availableto havetheir photo taken,clickPersonnot at Camerato skipphoto

capture.
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Update Photo

Import Photo

-

No Image Available Exoort o

ZN

Configure Camera

If the photoisnot acceptableclickUpdate Phototo recapturethe photo. Photoscanbe importedand
exported using the corresponding buttons. Additional configuration options for the camera can be
changed by clicking ddonfigure Camera

ScreerB ¢ PINCode

Enter and confirm the PIN

PIM:

Confirm PIM:

PIN Code: Will be utilizedandappearon screerwhenthe authentication
mode is set tane including PIN. Ex. Smartcard + PIN.
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Screerf ¢ 3DFace

The3DFacereaderwill scanadza SfacEradcapturea3Drenderingof the image. Toscanadza S NI &
face,alignthe faceon the deviceuntil the deviceindicatesthe facehasbeenrecognized.

hyO0S GKS FF0S A& NBO23yAl SR GKS YSaalr3sS 2y G(KS RS
A Y I Dostke faceis centeredandthe scanningorocessbeginsthe messagen the devicewill

changeto & C - dé&té&tedDonot Y 2 @ S grdgresshar is shownon the deviceshowingthe userbeing

a0FyySR (KS &aidlGdza 2F GKS al0ly® hyOS O2YLX SGS GKS
device.

Whena scanis successfuihe imagebelowis seen.
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If the facewasnot ableto be scannedhe imagebelowwill be seenandthe facecaptureprocesswill
need to be performed again. When this occurs, it is most often because the user moved during the
scanning process.

Marpho 20 Face Capture
o 30 Face template has been captured, To capture a template, cick the face image below, or clck *Skp Encclment”.
o 20 2 o age sop e

D Face capture details
Yo st ctres

Failed to capture 3D Face biometric within the configured timeout

Screernl0¢ WaveEnrollment

Adding User

Hand Biometric Enrollment

Captured Hands

No hands have been captured. Click either the
left or right hand icon to begin the wave
enrollment process,

Enrolment strategy: | Three or Four Fingers (Recommended) v|

o | e o | [ E

Thenumberof handsrequiredfor full enrolimentof the useris dictatedby that settingin User
Configuration. To start the captures, click on one of the hands.
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If either of the followingconditionsoccursad b 2 S @ Am@sSagéoxwill be displayedvhenyouselect
afingerto enroll:

1 Thereisnofingerprintreaderconnected
1 Thecorrectlicensingsnot in placefor the device.

If the readeris connectedcorrectlythe followingscreenbelowwill be displayed.

Wave Enrollment

Wave Enroliment

Wave 1 status

™ Hand detected

Hand orientation

Hand speed

Minimum number of fingers detected
Fingerprint quality

™ Consistent fingers

@ Back || Net Finish  © Cancel @

Move your hand through the Wave sensor which should now be illuminated. Ydbenilsee the
resultsof Wavel appearon screenlf it issuccessfulyouwill then be promptedto presentfor Wave2.

Wave Enrollment

Wave Enrollment

Wave 2 status
Y Hand detected

Y Hand orientation

N Hand speed

Minimum number of fingers detected
Fingerprint quality

Consistent fingers

« Back Next  » Finish &) Cancel @ |
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If it isnot successfulyouwill seeared Xin the elementsof Wavel that were not successfulMove your
handthrough the sensor again until Wave 1 is completed.

Uponsuccessfutompletionof both Wavel andWave2, the followingscreenwill appear.

Wave Enrollment

Wave Enrollment

Wave 1 completed
O Hand detected
Hand orientation
Hand speed
Minimum number of fingers detected
Fingerprint quality

Consistent fingers

Wave 2 completed
,V Hand detected
Hand orientation
Hand speed
Minimum number of fingers detected
Fingerprint quality

Consistent fingers

Finish (&) ‘ Cancel @ ‘

Oncethe enrollmentis completefor Wavel and2, clickNext. Thescreenbelowwill appearshowing
captured hand and quality displayed on the right. In the event a user is not being recognized at any
MorphoWave Device, clidBlear €nrolled finger finger enrolimentto allow reenroliment.

Adding User

Hand Biometric Enrollment

Enrolment strategy: | Three or Four Fingers (Recommended)

Captured Hands

Left hand enrollment metric: 62

X Clear left hand enrollment

Finish (2)

Cancel
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Screerll ¢ FingerprintCapture

Positiveldentificationandgeneralperformanceof MorphoManagelis maximizedoy the
guality of the fingerprint captured during enroliment. MorphoManager has been
designedo reject poor quality fingerprints;however,it is still possiblethey mayslip
through.

f Home [ CUTEEECE R 5, User Management 8% MSO Identification B oOnsite/Offsite & AccessLogs 8 Reports

Adding User

Finger Biometric Enrollment

Click a finger to begin capture

.

Finger 1: None >

Finger Duress: | None Rd

&

Right
Hand

Back Next » Finish @ Cancel Q

The default fingers that the system suggests you enroll are set at the User Group level and are flashing
orange.Youdo not needto usethesefingersasyou canclickon others.However,youwill needto setat
least Finger 1 from the respective drdpwn list after fingerprint capture.

If either of the following conditionsoccursad b 2 S @ Am@sSagdoxwill be displayedvhenyouselect
a finger to enroll:

1 Thereisnofingerprintreaderconnected
1 Thefingerprint reader connected is the wrong model for the software.
If the readerisconnectedcorrectlythe following screenbelowwill be displayed.

Capturing left index finger

No Finger Detected
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Click on a finger and have the user place their finger in the center citdugner glass. You will then see
the print appear on screen. There are four scans performed on each finger; the first three are used to
create the biometric template. The system selects the best elements of each print and consolidates
those features, alloig a greater range of presentations to be recognized. The fourth print is used for
verificationpurposesBeloweachenrollmentimagea color barwill be displayed indicatinthe quality of

the print as it is being captured. Green indicates quality ivalvecommended quality. Orange

indicates the quality is above the minimum but below the recommended quality. Operators with
administrative rights are permitted to accept fingerprints of this quality. Red indicates the quality is
below the minimum, the user must fenroll.

Followthe instructionson screen.Greenindicatesreadyto capture.Orangeindicatesthat a fingeris
presentedbut the capture has nofinished yet.Check thdnstructions to ensure théingeris placed
correctly. When the border is red, the current finger capture is finished. Continue until all boxes are
filled.

The real fingerprints as acquired by the MorphoWave device during enroliment can |
hidden from screen. Use this feature with care, as bypassing the visual inspection o

enrolledfingerprintsmayreducethe biometric performanceof the system It isenabled
by adding the below parameter in the Server configuration file:
<ShowPrints>false</ShowPrints>

Once the enroliment isomplete, you will see the screen below (this example is utilizing a Duress
Finger) Capturedfingerqualityis displayean theright. Inthe eventa users notbeing recognized at
anyBiometricDevicewith enrolledfingers,clickClear<enrolledfinger>finger enroliment to allow re-
enroliment.
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Finger Biometric Enrollment

Click a finger to begin capture
Captured Fingers

Left middle finger enrollment metric: 91

% Clear left middle finger
enrollment

Leftindex finger enroliment metric: 90

X Clear left index finger

enrollment

. Right index finger enrollment metric: 87
Right  Clear right index finger
Hand enrollment

Finger 1: W
Finger 2: Rightindex finger v
Finger Duress: | Left middle finger v

« Back Next Finish © H Cancel @

Positiveldentificationandgeneralperformanceof MorphoManagelis maximizedoy the
guality of the fingerprint captured during enroliment. MorphoManager has been

designedo reject poor quality fingerprints;however it is still possiblethey mayslip
through.

The key to capturing a higluality fingerprint is to visually lodkr a clearly presented pattern that is
centeredand squarewith the right amountof pressure Do nothesitateto retry the captureif youare
unsatisfied Forassistanceefer to the fingerprint captureguide.ClickFinishto savethe useror cancel
to discard changes.

To get the best performance from your MorphoManager software and Biometric Device hardware, care
must be taken with enrollment of users into the system. Below are examples of fingerprint capture
whichcouldresultin either falseacceptancer falserejectionof usersat your BiometricDevice We also
suggest that the Biometric Device be mounted at a height of approximately 1 meter from the ground.
Mountingthe BiometricDeviceat this heightwill facilitate full finger presentationwhenusingthe

Biometric Device. Mounting the Biometric Device significantly higher or lower on the wall makes
presentation of a full fingertip much more difficult.
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Figurel

Thisis anexampleof afingerthat hasbeencleanedof oil by methylatespirit. Verylittle informationis

shown on the print to develop the algorithm. This can happen if you use hand wipes or hand cleaners
prior to using the Biometric Device. If the hand cleaners are used for infestinol or similar
requirements, either use the hand cleaner after using the Biometric Device or provide a hand cream
solution to replace the natural body oils stripped from the hands.

Figure2

This is an example of a print where the person being enrolled has used only light pressure and partial
presentation of the tip of the finger. The user will have difficulty presenting the same portion of the
FAYASNI 6KSy Of 2 01 A yodedddriggenrdinmentdThigtipe of énfollméritdodld A a | f
alsoleadto a significantnumberof falseacceptancesvhichiswherea userisidentifiedincorrectly.This

is because there is little information in this portion of a fingerprint to develop a goaditdm.
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Figure3

Il &

Figure 3 shows theinger being presented in two different places on the enroliment device. The
MSO300 or 1300 will discard any moratching prints and average those remaining out of the three
presentations. If the third print was in a different place again, the softwareldveither accept one as
beingamatchandusethat or rejectthe enroliment.However,matchingon two printsis not asgoodas

three identical prints

Figured

[

In this example the captured finger has a large amount of oil on it and pressumgtasigh on the

reader lens. This will probably work okay but is not ideal. A user needs well defined ridges and troughs
as well as intersection points in the print. These sites are the matching points used to develop the
algorithmwhichisthe fingertemplatethat subsequenfinger presentationsare matchedagainstat the

Biometric Device.
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Figure5

Thisis an exampleof the presentationrequiredfor the bestpossibleenrolimentby auser.Thisexample
hasgoodinformation like visibleridgesandintersectionpointsfor developmentof the algorithmby the
enrollment device. A full print is presented to the window and even pressure from the finger. The print
should use as much of the finger phalange as possible.

UserManagementloolbar
Thereare severaldditionalfunctionsavailablefor usermanagement.

Edit

Openghe alreadysaveduserdetailsfor viewingor editing.

Delete
Usewith cautionasthe dza SdstRil&will be permanentlydeleted.Thisoperationcannotbe undone.

Refresh

Refresheshe userlist from the databaseThiswill updatethe displaywith the mostcurrentdata.

EncodeCard

Use toencodepresentedsmartcardwith user data.

Delete Encoding
Use toremove encoded data from smartcaashd available with below 2 options:
1 Reset CardDelete all data written by MorphoManager and reset all configuration modified by
MorphoManager on detected card.
1 Erase User Dat&rase all user data (demographic and biometric data) written by MorphoManager on
detected card; for MiFare DESFire cards anly
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